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Introduction

w Who am |?
¢ Senior Security Consultant for ISEC Partners
¢ Application security consultants and researchers

¢ Based in San Francisco and Seattle, USA

w To get the latest version of these slides:
¢ https://www.isecpartners.com/speaking.html
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Why care about XML Security?

w Web Services have gone mainstream:
¢ SOA & B2B integration
¢ Web Single Sign On

w Andeverybodyhas XML applications.
wLiQa fdzNJAy3 YZ2NB LI I O
¢ Mobile code manifests
¢ Printing
¢ DRM & software licensing
¢ P3P
¢ Digital identity systems
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Two years agoe

w Alex Stamos & Scott Stender of ISEC present:

C dAttacking Web Serviceshe Next Generation of
+dzf YSNF O0fS 9YUSNILINRARAS ! LL

w Web Services can be scary:
¢ Valuable
¢ Visible
¢ Vulnerable
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Web Service application-level attacks

w The OWASP Top 10 still apply to Web Services
w Old flaws like SQL injection
w And new flaws like XML and XPath injection

w Plus complexity attacks and denial of services
against XML parsers and applications
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Today os t op-leeelattasks p
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w WSSecurity to save the day!
(or not)
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WSPolicy

WSActually Get Some Work Done

WSSecurity
WSFederation WSSecureConversation
WS Trust
WSSecurity
Policy
XML Encryption SAML|| Kerberos|| X.509

Security Token Profiles

XML Digital Signatures

XML, SOAP, WSDL, SchemaAdtBessing, etc.

HTTP

.Net TCP Channel,
Fast InfoSet, etc.
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Everyone wants to tell you about WS-Security

w SSL is 10 years old and everybody dagsven free
software.

¢ Nothing to sell here, move along.

w WSSecurity has dozens of new boxes to check or
the datasheet and all the great buzzwords:
¢ SOA
¢ Transport independence
¢ Message level security
¢ Durable security
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SSL I s Everybodyos

w Old grudges and new opportunities.

¢ lanGrigg(financialcryptography.com)
Wa¢CKS YIFIYGN: 2F beé22dz aK2dz R dza S

¢ Gunnar Peterson (1lraindrop.typepad.com)
wa{{[ A& 6KIFG A& dzadd ffe& olFyRASR
Restafariang

¢ Arthur (emergentchaos.com)
WGt SIFad dzaSTdzd &aSOdzaNAiGeée GSOKy2f 2

w! YR GKFGiQa |ff 2dzad Ay

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS



Todayos Conventio

nNConnecti on Or |
IS Old and Busted

NMessage Ori enit
Is the New Hotness
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| Respectfully Disagree

w SSlprovides what is needed for most real world
Web Services deployments.

w WSSecurity iscomplex error prone and hasa great
deal ofattack surface.

w Message orientedecurity solves the wrong
problem andexpands your most critical attack

surface.
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Some terminology

WWSSE == WSecurity

wWhen | say SSL, | mean SSLv3 and TLS

¢ 10 years of habit.

wEverybody knows SSL. Tu8ase technicallyaccurate
but sounds like a cable TV network or a disease.

¢ And | mean with client certificate auth.

w Early and strong authentication is the real ke
here.

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS




Web Services in the Real World

w Service Oriented Architectures are now
mainstream.

w But many of the grand dreams of transformation
have not materialized.

¢ The Universal Business Registry has been discontinued

w Improvements ininteroperability and
developmentefficiency are welcome.

w But basic business structure Is the same.
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Where are most Web Services?

w Used internally for SOA enterprise message
buses.

w And to expose a few B2B endpoints to a few
trusted customers and partners
¢ Standard, technologweutral interface
¢ Goes through firewalls
¢ B2B VPNSs are too much of a hassle.
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Classic, proven system architecture

w For a distributed world.

wWhatg SQOS 0SSy Rinkyuat®2z N
different scale.

WaCl ol RS RSaA3Iy LI 0GSNJ
¢ A rich and detailed set of internal interfaces

¢ A stable and small external interface

w Reduce dependencies and coupling
w Provide critical control points
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What does this mean for the Web
Service threat model?

w Two sets of consumers:

¢ Internal trusted systems and users
¢ External trusted business partners

w This isnot the typical Internet threat model, for
one big reason:
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Accountability
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How security works in the real world

w¢ NJ R)\G)\zyl-t GK)\yU\ya A
Authentication, Authorization and Audit

w But most IT attack surface is managed implicitly b
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w Why you spend money on firewalls and DMZs.
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Threat Model Realities

w Businesses place a lot of trust in their partners.

w B2B IT risk management is rolled up with other
fraud, errors and omissions and managed with
contracts, audit and lawyers.

w Still need to build robust applications, but
authenticatedattacksat the business logic layer
(SQL injection, etc) are not the biggest concern.
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Avoid the Internet Threat
Model at All Costsl!!
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Exclude the Anonymous Attacker

w The biggest threat for Web Service endpoints
exposed to the public Internet is the anonymou
attacker.

w The security technology you want should
authenticate your genuine users and exclude
everyone else as thoroughly and efficiently as
possible

w The Internet has no Accountabillity.
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Why SSL still beats WS-Security
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Reason 1: Attack Surface

wTo have messageriented security, you
need to have a message!

wGetting a message Is not free.

wGetting a WS message isuper extranot
free.
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WSPolicy

WSActually Get Some Work Done

WSSecurity
WSFederation WSSecureConversation
WS Trust
WSSecurity
Policy
XML Encryption SAML|| Kerberos|| X.509

Security Token Profiles

XML Digital Signatures

XML, SOAP, WSDL, SchemaAdtBessing, etc.

HTTP

.Net TCP Channel,
Fast InfoSet, etc.

SSL
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SSL Anonymous Attack Surface

SSL
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WS-Security Anon Attack Surface

WSSecurity
WSFederation WSSecureConversation
WSPolicy
WS Trust
WS Security
Policy
XML Encryption SAML _Kerberos X.?OQ
Security Token Profiles
XML Digital Signatures
XML, SOAP, WSDL, SchemaAdtBessing, etc.
.Net TCP Channel,

g UL Fast InfoSet, etc.
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WS-Security Anon Attack Surface

WSSecurity

SAML|| Kerberos

XML Encryption

X.509

Security Token Profiles

XML Digital Signatures

XML, SOAP, WSDL, SchemaAdtBessing, etc.

HTTP

.Net TCP Channel,
Fast InfoSet, etc.
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A Target-Rich Environment.

w Protocol handlers
w XML parsers

w Remote references
w URI endpoints

w SOAP Action Header
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App-level attacks, coming soon to a
messaging security layer near you!
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Attacks directly against WSSE

w Big protocols with a lot of complexity.

Pal

w2 $Qff 488 (GKAA Ay
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SSL with client certificates keeps
attackers out of your message stack.

w Widely deployed
w Widely reviewed
w Mature and stable

w All the attacker gets to target is the SSL
Implementation itself
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Reason 2: Your application
l snot really me

w A few are.

w But people have deep and unexamined
expectations that
¢ Messages will arrive in order
¢ Messagesvill arrivein a timely manner
¢ Messages will not be replayed
¢ Messages will not be dropped

wStatefull & a[ F 8SNJ yé€s S@SY
Invocations/messages are stateless.
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Thought experiment

w/ Sttt LK2yS {a{ A

Q)¢
Q)¢
Q

w You and two friends are trying to arrange to meet
for dinner via SMS.

w | can reorder, delay, drop and replay your
messages.

w Good luck!
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Some solutions to this. . .

w But not always interoperable, or still in committee.

w You have to realize you need a solution, and learn
how to apply an appropriate one.

wLiQa Y2aidfteée FTNBS Ay {{]

w, 2dzZONB f SI gAy3 Y22ySeg 2
away from security guarantees you can get for fre

ISEC Partners iS E C

https://www.isecpartners.com PARTNERS




Transport layer security Is a proven
success with message oriented
protocols and applications.

w MSRPC

¢ Mutual authentication, authorization and audit on a
point-to-point connection covers 99% of scenarios

w Adjustyour thinking about security and trust
boundaries to deal with a distributed world.
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Thought experiment 2: Emaill

w One ofthe few truly message oriented applications

w SSL securarnore email thanall message oriented
security systems combined.

w Much easier to secure the channel between truste
entities than to secure every message.
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Reason 3: Tight Coupling of Security
and Application Layers

w Extremely complex rules about what parts are
aA3dAYSR YR 6KIFEG I NBYy Qi
messages:
¢ URIs
¢ XPath
¢ XPathFilter 2.0
¢ XPointer
¢ XSLT

w! AFLAYSZI 6SQff 4SS Y2NB
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This Is bad.

w Need to pull content very directly from the XML
security processing module to avoid wrapping
attacks

¢, 2dzONB a40Gdz01 6AGK OUKS 20¢

w XML Security Gateways
¢ No standard way to pull from the validation cache
¢ Creates the classic multiple parser problem
W{AYATIN 62 bSé¢6aKlIY FyR til OS] Qa
w More research needed in this area!

¢ Plus TOC/TOU issues with remote references
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Reason 4. Complexity

Ke

Mpl Mp2

Sign Ka Q

wDurable security wintermediate actors

wSelective security wComposable assertions

wMixed key/token types wTransport agnostic
wMixed key exchange
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Even the standards need standards.

w So complicated that the WsEneeded to be created.

w And WSI Is considered dead in the water at this
point by most.

w WSTrust has the word SHOULD over forty times |
the spec. This Is a security protocol!
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Complexity and Subtlety are the
Enemies of Security

w Throwing away more stuff you get for free with SSL.

w INnWSSE, do you encrypt then sign? Sign then encrypt? Sign,
encrypt, sign?
¢ Forwarding attacks
¢ Ciphertext mutations
¢C52Yy 51 @3AaQa a5STFSOUAGS { A3y 9

w What kind of token type do you use?

w What do all these options & policies mean?
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WSSE I s not nready

w It Is a security protocol construction Kit.

w The average systems engineer is every bit as
unqualified to create their own security protoco
as they are to create their own encryption
algorithm.

wt KSe R2Yy QU SOSYy (1y246
protocol every time they set a policy.
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Even experts get it wrong all the time.

w Literature is littered with the corpses of broken
protocols.

w Subtle distinctions between properties of
symmetric vs. asymmetric algorithms.

¢ Naive sign and encrypt flaw in Kerberos V PKIN
found in 2005 (Scedrov, et al.)

w, 2dz R2Yy Qi 2dzald YySSR O
enough for a red team.
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Example:

w A tale of two services.

w A synchronous service with privacy, integrity and
mutual auth requirements and large hdirectional

data flows.

w An asynchronous service with integrity but no
privacy requirement.
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Service A

w Kerberos token + SSL (no client auth)

SSL Channel
Kerbero :
A Message AP_RE% Client
iISEC Partners iS E C
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Service B

w Kerberos token + XML Digital Signature

Plaintext Chann
M Kerbero :
B SEREE AP RE Client
SignedK,.,,
iISEC Partners iS E C
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Bot h A

SSL Channel

Evil Kerberos
A N | Message| AP_REQ

1. Policy for B protects
the message but not the
B security token. An active

attacker can foil the
replay cache.

ISEC Partners
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2. Policy for A protects the
security token but does not
bind it to the message.

An attack appears.

Plaintext Channel

Messagt NEneios CI ient

AP_REQ

SignedK..,,




Attack works with SAML, too.

w! YR (Kl G§Qa 2dzald 2yS SEI
¢ WS* repurpose of work byKasslin& Tikkanen

w Setting Policies == Building Protocols

¢ Whenartifacts are valid across multiple contexts it gets
complicated.

w Public key, message oriented systems are much
more subtle In their properties than a secure
channel.
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SSL gives you strong
guarantees, for free

wRemove the weakness (and the
cost!) of the analysis and policy
decisions.
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Debunking SSL Myths
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NSSL wonot wor k f o
orit ented awesomene

w Yes, it will. In almost every case.

w SAML and W&ederation are the major
exceptions where you have messages thaed
more than pointto-point security.

¢ Passive protocol participants.

¢ But note that these protocols recommend using SSL fc
every legin addition toXMLDSIGs, due to known
attacks. (Birgit Pfizmann & Thomas Gro
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NCl 1 ent certs ar e

wBut not for B2B endpoints.

¢ Small numbers.
wEven (or especially) for SSO systems.

¢ Programmatic clients.
¢ Under change control at the remote end.
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nNCerti fir cate aut ho

w OK, | could be convinced.

w Add your trusted keys as implicit roots of trust.
¢ You probably have to do this with WSSE, anyway.

w Cut out the middlemary; self signed is fine.

¢ Again,almost nobodyhas more than a few dozen
authorized clients anyway.

w Youhave a CA already in your Windowsgrver.
w Or use one of several free alternatives.
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NPhi shing, broken

wAre not an issue for programmatic
endpoints.
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NSSL I's too heavyw

w HAHAHAHAHAHAHAHAHAHAHAHAHA!!

w Published benchmarks show W&ecurity cuts
throughput by a factor of between 5 and 50
compared to SSL

w And there are lots of cheap and effective SSL
accelerator products.

w WSSE performance problem is XML mangling.
Some appliances, but more expensive than SSL.
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NSSL termi nated at

w No good reason for that with programmatic Web Services.

w Mostly done to manage cost & maintenance of browser
targeted, CAissued server certificates.

w Programmatic endpoints can directly trust your certificate,
so much less need for this bad habit
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What does WS-Security get you?

w Durable message oriented security
w XML Encryption is not what you want for data at
rest.

¢ Permessage wrapped keys.

w Slow (public key operations for every message)
w Hard to search

w Hard to rekey (fails PCI requirements)

w XML Digital Signatures
¢ Durable norrepudiation is the really big win.
¢! OO02dzy il oAf Al&H . dzi GKSy
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The one line to take away:

Message oriented security
adds accountabllity only
where It Is already present,
but Increases risk exposure
where accountability Is
absent.
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Four Simple Principles For
Web Services Security Sanity
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1.Encrypt by default
2 .Prefer SSL with client auth
3.Infer keys from context

4.Scope policy with artifacts
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1 . Encrypt by default

wQuoting lan Grigg again:

c(

d ¢ 2 Nfs 2 (DS
RSOAAAZ2YE
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2. Prefer SSL with client auth

wHas been the major subject of this
talk.

wStart here and layer message security
above It.
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3. Infer keys from context

w Key resolution from WSsecurity or PKIX is attack
surface, and fundamentally anonymous.

wLF &2dz R2y Qi YSSR UKAaA

w Manage your trusted keys yourself, and retrieve
them by thumbprint or id until logistics dictate you
must do otherwise.
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4. Scope policy with artifacts

w Recall our tale of two services.

w,2dz KIrgS G2 YI 1S

5

az2ys 27F
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w Consider the scope of an authentication artifact to be the
02dzy RFNE 2F | QGANIdzZ f G LINR G2

w Keep your protocols simpleLJ2 f A OA Sa &aK2dz R
operations authorized by artifact X must enforce encryption and
AaAIYAYIDE
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Thinking strategically about WS-
Security

w Publicly exposed interfaces secured with only
WS Security can be incredibly dangerous.

w WSSecurity Is not a tactical, drom
replacement for existing systems with proven
security solutions.

w, 2dz R2y Qi ¢l yda G2 LI &
It this way.
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WS-Security as a business enabler

w Exposing these powerful security constructs in an
Interoperable form with a portable data format has
the potential to be revolutionary.

w But its place Is for new classes of system and
problems not yet solved in the mainstream.

w Distributed authentication and identity systems are
the major standouts here so far:
¢ SAML, Liberty, WBederation
¢ CardSpace
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More possibilities:

w Multi-party and distributed secure transactions.

w Currencylike interactions
¢ DRM sort of falls under this umbrella

w This Is not layering security on existing business
models, it is creating new business models out of
the increased expressivity of interoperable securit

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS




My prediction for WS-Security

w Lots of potential for disruptive, markethanging ideas and
businesses to be built on this technology for those who
understand the opportunities.

w ldeas from aheaebf-their-time crytpo and digital cash companies
may find new fertility on an open, standardized and interoperabl
substrate deployed by default on every apgerver in the world.

w Lots of good security research will be needed in support of this.

AN AN W AN

Ad YSSRSR [ftNBIReéX |a gSQfft
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End of Part |

Questions?

Brad Hill
brad@isecpartners.com
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Part 2:
Attacking XML Digital Signatures
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Why attack XMLDSIG?

WC2NJ YSXL RARY QU NXIFffe
specifically.

¢ IANAC (I am not a Cryptographer)

cL OK2dAKIY awdzad | airx3ayl i

¢ Lots of new applications and platforms being built on W
Services.

¢ Not a lot of security testing tools yet.
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Bui l ding an attack

w | wanted a tool like WebScarab or Fiddler for
attacking Web Services utilizing \AScurity.

w First order of business was fixing up XML
Signatures.

w Then | found this in the interop vectors while doing
unit testing:

(© Merlin Hughes, Baltimore Technologies, 2002)
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<?xmlversion ="1.0" encoding ="UTF-8"?>
<! DOCTYPEEnvelope [

<IENTITY dsig' http://www.w3.0rg/2000/09/xmldsig# >
<IENTITY cl14n' http://www.w3.0rg/TR/2001/REC - xml - ¢14n - 20010315 ">
<I ENTITY xpath' http://www.w3.0rg/TR/1999/REC - Xxpath - 19991116 >
<IENTITY xslt' http://www.w3.0rg/TR/1999/REC -xslt -19991116 ">
<! ATTLIST Notaries Id ID #IMPLIED >

1>

<! -- Preamble -- >

<Envelope xmins : foo =" http://example.org/foo
<DearSir >foo </ DearSir >
<Body>bar</Body>
<YoursSincerely >
<Signature  xmins =" http://www.w3.0rg/2000/09/xmldsig#
<Signedinfo >

xmins =" http://example.org/usps ">

Id ="signature">

<CanonicalizationMethod Algorithm =" http://www.w3.0rg/TR/2001/REC - xml - c14n - 20010315 " />
<SignatureMethod Algorithm =" http://www.w3.0rg/2000/09/xmldsig#dsa -shal™" />
<Reference  URI=" http://www.w3.0rg/TR/xml - stylesheet ">
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue >60NvZvtdTB+7UnILp/H24p7h4bs=</ DigestValue >
</Reference>
<Reference  URI=" http://www.w3.0rg/Signature/2002/04/xml - stylesheet.b64 ">
<Transforms>

<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#base64 ">
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue >60NvZvtdTB+7UnlILp/H24p7h4bs=</ Digestvalue >
</Reference>
<Reference Type =" http://www.w3.0rg/2000/09/xmldsig#Object " URI="#object -1">
<Transforms>

<Transform  Algorithm =" http://www.w3.0rg/TR/1999/REC - Xxpath - 19991116 ">

<XPath >

self::text()

</ XPath >

</Transform>
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue >zyjp8GJOX69990Kkqw8ioPXGExk=</ DigestValue >
</Reference>

|SEC rgype =" http://www.w3.0rg/2000/09/xmldsig#Object " URI=""> iS E C

<Transforms>
https:/lwww.iseenaRgRsis - COlorithm =" http://www.w3.0rg/TR/L999/REC - xpath - 19991116 "> PARTNERS
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<Reference  Type =" http://www.w3.0rg/2000/09/xmldsig#Manifest " URI="#manifest - 1">

<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>qg4HFwsN+/WX32uH85WIJU9l45k=</DigestValue>
</Reference>
<Reference Type =" http://www.w3.0rg/2000/09/xmldsig#SignatureProperties " URI="#signature - properties -1">
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>ETIEI3y7hvvAtMe9wQSz7LhbHEE=</DigestValue>
</Reference>
<Reference URI="">
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>J/O0HhdaPXxx49fgGWMESL09GpA=</DigestValue>
</Reference>
<Reference URI="">
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature " />
<Transform  Algorithm =" http://www.w3.0rg/TR/2001/REC - xml - ¢14n - 20010315#WithComments " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>J/O0HhdaPXxx49fgGWMESL09GpA=</DigestValue>
</Reference>
<Reference  URI="#xpointer(/)">
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>J/O0HhdaPXxx49fgGWMESL09GpA=</DigestValue>
</Reference>
<Reference  URI="#xpointer(/)">
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#enveloped - signature " />
<Transform  Algorithm =" http://www.w3.0rg/TR/2001/REC - xml - ¢14n - 20010315#WithComments " />
</Transforms>
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>MkL9CX8yeABBth1RChyPx58Ls8w=</DigestValue>
</Reference>
. reace Type =" http://www.w3.0rg/2000/09/xmldsig#Object " URI="#object -3">
|S§ﬁ ?ﬂlﬁe ml.'gorlthm =" http://www.w3.0rg/2000/09/xmldsig#shal "> iS E C

3hB/s3Fu07wDO3vM=</DigestValue>
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<SignatureValue>
WvVZUJAJ/3QNgzQvwne2vvy7U5Pck8ZZ5UTabplwR7GE+PoGi6Alkyw==
</SignatureValue>

<Keylnfo>
<RetrievalMethod Type =" http://www.w3.0rg/2000/09/xmldsig#X509Data " URI="#object -4">
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/TR/1999/REC - Xxpath - 19991116 ">
<XPath xmlns : dsig =" http://www.w3.0rg/2000/09/xmldsig# ">
ancestor - or - self::dsig:X509Data
</XPath>
</Transform>
</Transforms>
</RetrievalMethod>
</Keylnfo>
<Object Id ="object -1" MimeType ="text/plain">l am the text.</Object>
<Object Encoding =" http://www.w3.0rg/2000/09/xmldsig#base64 " Id ="object -2" MimeType ="text/plain">SSBhbSB0aGUgdGV
<Object Id ="object -3">
<NonCommentandus xmins =""><! -- Commentandum -- ></NonCommentandus>
</Object>
<Object>
<Manifest Id ="manifest -1">
<Reference Id ="manifest -reference -1" URI=" http://www.w3.0rg/TR/xml - stylesheet ">
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>60NvZvtdTB+7UnlILp/H24p7h4bs=</DigestValue>
</Reference>
<Reference  URI="#reference -1">
<DigestMethod  Algorithm =" http://www.w3.0rg/2000/09/xmldsig#shal ">
<DigestValue>qURIo3LSq4TWQtygBZJ0iXQ9E14=</DigestValue>
</Reference>
<Reference  URI="#notaries">
<Transforms>
<Transform  Algorithm =" http://www.w3.0rg/TR/1999/REC -xslt -19991116 ">
<xsl:stylesheet xmlins : xsl =" http://www.w3.0rg/1999/XSL/Transform " xmlns =" http://www.w3.org/TR/xhtml1/strict
<xsl:output encoding ="UTF-8" indent ="no" method ="xml" />
<xsl:template match ="/">
<html>
<head>
<title>Notaries</title>
. </head>
iISEC Partness- iS E C
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<Object

Id ="object -4">

<X509Data>
<X509SubjectName>

CN=Merlin Hughes,OU=X/Secure,0O=Baltimore Technologies Ltd.,ST=Dublin,C=IE

</X509SubjectName>
<X509IssuerSerial>

<X509IssuerName>

CN=Transient CA,0U=X/Secure,O=Baltimore Technologies Ltd.,ST=Dublin,C=IE
</X509IssuerName>
<X509SerialNumber>1017788370348</X509SerialNumber>

</X509IssuerSerial>
<X509Certificate>

MIIDUDCCAXCgAwIBAgIGAOz46g2sMAKGBygGSM44BAMwb]ELMAKGALIUEBhMCSUUX)j
Q5dad4Wpe0Bvs7GuCcVsCFCEcQpbjUfnxXFXNWiFyQ49Zrwagn

</X509Certificate>
<X509Certificate>

MIIDSzCCAWUgAWIBAGIGAOZ46fwIMAKGBYGGSMA44BAMWbJELMAKGALUEBhMCSUUX
DzANBgNVBAgGTBKR1YmxpbjEKMCIGALUEChMbQMFsdGIth3JIIFRIY 2hub2xvZ2ll
cyBMdGQUMREWDWYDVQQLEwhYL1NIY3VyZTEVMBMGALUEAXMMVHJIhbnNpZW5S0IENB
MB4XDTAyMDQwMijlyNTkyNVoXDTEyMDQwWM;IxNTkyNVowbjELMAKGALUEBhMCSUUx
DzANBgNVBAgGTBKR1YmxpbjEKMCIGALUEChMbQmFsdGIth3JIIFRIY 2hub2xvZ2ll
cyBMdGQUMREWDWYDVQQLEwWhYL1NIY3VyZTEVMBMGALUEAXMMVHJIhbnNpZW5S0IENB

iSE an t7CC, SWGB GSM44BAEwggEonGBAN3jngL6pohaerk00K3Y+ZC42k5Kch

kOCNXIiEWR9JanyJHQhOOVH4IAtWO6tybeCXn+G FbQxeyaVLx

https: //\/\W"%@% \éﬁ%ﬂpAquﬂdAKTmIvPcyOaHuDJAxnursdPIrCJkOKFSBJUw

w BV61E Wy6XAhUAhDLCFKOGO/HZlarXOOvsgMNLyUCgYEAnnx?hdeOZthnFg
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Generality == Complexity == Vulnerabillity

-Tim Newsham, iISEC Partners

w That signature definitely looked like there was
fertile ground for misuse by developers and clients

wLiQa O2YLX SE Sy2dzaAK (2
trouble for implementers intimately familiar with
the specification.
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But not a lot of public attention yet.

w There have been excellent papers on several of the-W\s&curity
standards in the academic world.

w Worth searching the ACM, Springer or IEEE libraries for.

w http://www.zurich.ibm.com/security/identities/

w There are even full formal proofs of some of these protocols.
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A formally correct mechanism for putting burning logs right in the middle of your house, safely.
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What the reviewer sometimes finds:

L

Photo Credit: Jeff Leighton, Inspect-It 15t Property Inspection. Used with permission.

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS



Attack Surface Analysis

w Typical for applicationg start with a threat model.

w Enumerate all the entry points, interfaces and
operations.

w Whichare anonymously accessible?
¢ Available to authenticated users?

¢ Authorized to all users, administrators, or an individual
user?

w Locally or remotely accessible?

w Complexity of inputs or operations, dependencies,
assumptions.

iISEC Partners iS E C
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WS‘S e C U rlty (One ofmanypossibilities.)

Mpl Mp2

Sign Ka Q

wDurable security wintermediate actors

wSelective security wComposable assertions ==
wMixed key/token types wTransport agnostic
wMixed key exchange Ke
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Goals of XMLDSIG In WS-Security

w Sign arbitrary digital content.

w{AIYy OGKS aSYIyiuAO AyYylSnwfaSe2F
an octet stream. (binary XML encoding compatibility)

w Cryptographic algorithm and key format agility.
w Indirectedand flexible referencing of the signed content.

w Optionally supply keying info as part of the signature, with
flexible referencing thereof.

w Allow exclusion of portions of content from the signature.

ISEC Partners iS E C
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Counter-intuitive Integrity

w Lots of stuff can change without invalidating the
signature.

WLYLEZ2NIIFY(dG AT @2dzQNS 0 dz
processing pipeline with XML firewalls, security
gateways, reliable messaging proxies, etc.

w But tricky & dangerous whe@ 2 dz R2 y Qi
that stuff.
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The Structure & Properties of XML
Digital Signatures
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Content to Sign

v

<XML>

N

URI Reference

MF298zmadkae3/4nsf7a43j8vnB

ISEC Partners
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v

|

Hash

<SignedInfo>

XML Metadata

</SignedInfo>

7IXTsHaBSOnNJ/jXD5v0zL6VKY sk=

JXK7NDO/NgxnU7522uKzzi2/vx==

\ Hash

v

Signature

ov3HOOPNOw71N3DdGNhN+dSzQm6
NJFUB5gGKRp9Q986nVzMb8wCIVx
CQu+x3vMtgp4/R3KECPtEJSaoR+
thGg++GPIhmzZXyWJs3xHy9P4xmo
TVwIi7/I7s8ebDSmnbzZ7xZU4ly1
BSZSxGKnRG+Z/0GJIfTz8jhH6WC
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Basic structure of an XMLDSIG

w Signhed Info
¢ Metadata describing the content being signed.

w Sighature Value
¢ Signature of the digest of the Signed Info metadata

w Key Info
¢ Metadata about or the actual key used.

iISEC Partners iS E C
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmlins ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >
< CanonicalizationMethod  Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315" />
< SignatureMethod  Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">
< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
< DigestValue >7/ XTsHaBSOnJ /[ XD5v0zL6VKYsk=</ DigestValue >
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315"/>
</Transforms>
</Reference>
</ Signedinfo >
< SignatureValue >
ov3HOOPNOwW71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986nVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGg++GPIh2mzZXyWJs3xHy9P4xmoTVwli7/I7s8ebDSmnbZ
7xZU4ly1BSMZSxGKNRG+Z/0GJIfTz8jhHE6wCe3l03L4=
</ SignatureValue >
< Keylnfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
g07hpxA5DGFfvJFZueFI/LI8B5XxQxrvqgVugL25V090A9MrILBg5PmMAsxFTe+G6a
XVWJIQwWYOVH;] /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYKIBp38sTf
QBkk4i8PEU1GQ2MOCLIJg4/2AkfviwxzSQ9+80WKArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ KeyInfo >
<Object Id="object">some text</Object>
</Signature>
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmlns ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >
< CanonicalizationMethod  Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315" />
< SignatureMethod  Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">
< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
< DigestValue >7/ XTsHaBSOnJ /jXD5v0zL6VKYsk=</  DigestValue >
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315"/>
</Transforms>
</Reference>
</ Signedinfo >
< SignatureValue >
ov3HOOPNOwW71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986NnVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGqg++GPIh2mZXyWJs3xHy9P4xmoTVwli7/I7s8ebDSmnbZ
7xZU4ly1BSMZSXGKnRG+Z/0GJIfTz8jhH6wWCe3I03L4=
</ SignatureValue >
< Keylinfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
g07hpxA5DGFfvJFZueFI/LI85SXxQxrvqgVugL25V090A9OMrILBg5PmMAsxFTe+G6a
xvWJIQWYOVH] /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYkIBp38sTf
QBKkk4i8PEU1GQ2MOCLIJg4/2AkfvlwxzSQ9+80WKArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ Keylnfo >
<Object Id="object">some text</Object>
</Signature>

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS




<SignhatureValue>

w The simplest of our elements.

w Base64 encoded signature of the digest of the
canonicalizedkSignedinfe element.

w Worth repeating: XMLDSIGs aradirected
signatures. It is a signature of the hash of the
metadata about the signed data.
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmins ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >

< CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315"/>

< SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">

< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />

< DigestValue >7/ XTsHaBSOnJ /jXD5v0zL6VKYsk=</ DigestValue >

<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -cl4n -20010315"/>

</Transforms>

</Reference>

</ Signedinfo >
< SignatureValue >
ov3HOOPNOw71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986nVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGg++GPIh2mZXyWJs3xHy9P4xmoTVwli7/[7s8ebDSmnbZ
7xZU4ly1BSMZSXGKnRG+Z/0GJIfTz8jhH6WCe3l03L4=
</ SignatureValue >
< Keylinfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
g07hpxA5DGFfvJFZueFI/LI85SXxQxrvqgVugL25V090A9OMrILBg5PmMAsxFTe+G6a
xVWJIQWYOVH;j /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYkIBp38sTf
QBKkk4i8PEU1GQ2MOCLIJg4/2AkiviwxzSQ9+80WkArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ KeyInfo >
<Object Id="object">some text</Object>
</Signature>
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<SignedInfo>: Content Metadata

w Canonicalization Method
w Sighature Method

w One or moreReferences

¢ Transforms
¢ DigestMethod
¢ Digest Value
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmins ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >

< CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC -xml -cl14n -20010315"/>

< SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">

< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />

< DigestValue >7/ XTsHaBSOnJ /jXD5v0zL6VKYsk=</ DigestValue >

<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -cl4n -20010315"/>

</Transforms>

</Reference>

</ Signedinfo >
< SignatureValue >
ov3HOOPNOw71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986nVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGqg++GPIh2mZXyWJs3xHy9P4xmoTVwli7/I7s8ebDSmnbZ
7xZU4ly1BSMZSXGKnRG+Z/0GJIfTz8jhH6WCe3l03L4=
</ SignatureValue >
< KeylInfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
g07hpxA5DGFfvIFZueFI/LI85XxQxrvggVugL25V090A9OMrILBg5PmMAsxFTe+G6a
XxvWJIQwWYOVH] /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYKIBp38sTf
QBkk4i8PEU1GQ2MOCLIJg4/2AkiviwxzSQ9+80WkArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ KeylInfo >
<Object Id="object">some text</Object>
</Signature>
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Canonicalization (C14N)

w How to get the One True Bag of Bits in an XML node set.
¢ Required for the Signedinfe element
¢ Optional for a <Reference> (to external, ARSML content)

w Eliminate or normalize nossemantic variability from the signed
content.

¢ Namespaces
¢ Whitespace
¢ Comments
¢ CDATA

¢ Entities

w Also important for binary XML encoding

w Some Type 2 error (false negatives).
¢ Difficultto debug, but not especially problematic from a security perspectiv
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Theme: Mismatched assumptions.

w Matching security assumptions and assertions to
your audience Is important.

w Standards committees and architects with deep
domain knowledge have a ways to go In learning t
think like an average developer.
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The Average Developer

w Is Lazy.
¢ One of the characteristics of all great programmers.

w Probably does care about security.
¢ But certificates, SSL, Kerberos, etc. are magic.

w Trusts the API developer.

¢ No choice if you want to get stuff done.
¢ A lot of trust for security APIs.
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Assumption 1: Complexity & DoS

w Standards Committee:

a L (0 Qdathereare many ways to introduce
arbitrary complexity and denial of service
2dza i | IADSY D L Q2
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Assumption 1: Complexity & DoS

w Securityminded developer:

aL oAaK_ - alf

I

LIN O A OSa L

-z s Remember these best-\
wS 2 y.QU It 2%:)ractices for safe XML

w52y Qi SELJ
W52y Qi NBazf ¢

6SNB { Saa
OFy R2 Al

processing.

We will see how XML

wLimit parse depth
wLimit total inputsize

Signatures force you to

\ Vviolate almost all of them! }

WweCKAA AayQuiasbudptioar f £ & |
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Assumption 1: Complexity & DoS

w Average Developer:

L FdzZi KSYUuAOlaSs
- aAdyl GdNB y25
G2NNE [ 62dzu || tt
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C14N Entity Expansion Attacks

w/ mnbQa GNBIFIGYSYyd 2F Sy

w DoSattacks are possible here using recursive entit
expansion.

w Have tocanonicalize<SignedInfe to check
signature, so this is anonymous attack surface

w DTDs disallowed in SOAP, but this attack can app
to other systems, e.g. SAML processors.
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Example Entity Expansion

w This document expands to around@B when parsed:

<IDOCTYPE foo |

<IENTITY a "1234567890" >

<IENTITY b "&a;&a;&a;&a;&a;&a;&a;&a;" >
<IENTITY c "&b;&b;&b;&b;&b;&b;&b;&b;" >
<IENTITY d "&c;&c;&c;&c;&c;&c;&c;&c;" >
<IENTITY e "&d;&d;&d;&d;&d;&d;&d;&d;" >
<IENTITY f "&e;&e;&e;&e;&e;&e;&e;&e;" >
<IENTITY g "&f;&f;&f;&F;&F; &F; &F;&F;" >
<IENTITY h "&Q;&0;&0;&0;&0;&0;&0;&g;" >
<IENTITY i "&h;&h;&h;&h;&h;&h;&h;&h;" >
<IENTITY j"& 1;&i1;&1;&1 ;&1 ;&1 ;&1 ;&1 ;">
<IENTITY Kk "&j;&};&);&);&};&j;&j;&);" >
<IENTITY | "&k;&k;&k;&k;&k;&k;&k;&k;" >
<IENTITY m "&l;&l;&l;&l;&l;&l: &1 &l;" >

1>

<foo > fooo &m; bar</ foo >
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C14N Is expensive, in general.

w A somewhat complex algorithm with large resourc
requirements.

¢ Build a DOM, validateanonicalizeserialize.

w Schema and specification do not limit the number
of C14N transforms that may be applied to a
reference.

w Could detect and optimize away redundant C14N,
but | have not seeranyone do thisyet.
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<Ref erence ¢é>
<Transforms>
<Transform algorithm=fihttp:// wwwmw&l4nc2 Q0 TR3B 29561:

<Transform algorithm=adahttp: // wwwnl w34no2r0g0/ 1TOR3 125000/ 1:
<Transform algorithm=adahttp: // wwwnl w34no2r0g0/ 1TOR3 125000/ 1:
<Transform algorithm=ahttp:// wwwnlw34n o2r0g0/ 1TOR3/ 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34n o2r 0g0/ 1TOR3 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34n o2r 0g0/ 1TOR3 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34n o2r 0g0/ 1TOR3 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34n o2r 0g0/ 1TOR3 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34dn o2r 0g0/ 1TOR3 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34n o2r 0g0/ 1TOR3 125000/ 1:
<Transform algorithm=ahttp: // wwwnl w34no2r0g0/ 1TOR3 125000/ 1:
<Transform algorithm=dahttp:// wwwmnlwn34dn o2r 0g0/ 1TOR3 125000/ 1:

<Transform algorithm=fihttp:// wwwmw&l4nc2 Q0 TRB3 295611
e

</ Transforms>

e

</ Reference>
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C14N with Comments & Hash Collisions

w OPTIONAARlgorithm, butalmost alwayssupported

w Comments may be semantically significantthre doc.

w Butare they ever in the Signedinfe metadata?
¢ Almost certainly not even examined

w An unusualdegree of freedom in crafting a hash collision that is
stilwellF 2 NY¥SR YR R2SayQid RA &G dzN
c{UAff o0Seé2yR (G2RIe&Qa adaldasS 27

w Paranoidimplementation should disallow C14N with comments
for <Sighedinfe
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmins ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >

< CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315"/>

< SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">

< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />

< DigestValue >7/ XTsHaBSOnJ /jXD5v0zL6VKYsk=</ DigestValue >

<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -cl4n -20010315"/>

</Transforms>

</Reference>

</ Signedinfo >
< SignatureValue >
ov3HOOPNOw71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986nVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGg++GPIh2mZXyWJs3xHy9P4xmoTVwli7/[7s8ebDSmnbZ
7xZU4ly1BSMZSXGKnRG+Z/0GJIfTz8jhH6WCe3l03L4=
</ SignatureValue >
< Keylinfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
g07hpxA5DGFfvJFZueFI/LI85SXxQxrvqgVugL25V090A9OMrILBg5PmMAsxFTe+G6a
xVWJIQwWYOVH;] /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYkIBp38sTf
QBKkk4i8PEU1GQ2MOCLIJg4/2AkiviwxzSQ9+80WkArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ KeyInfo >
<Object Id="object">some text</Object>
</Signature>
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<Reference>

w References describe what is being signed.
w ldentify the signed content with a URI.

w Transforms to refine the specification or
canonicalize.

w Specify the digest method and digest value.
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<Reference>

w All references are primarily identified by a URI.

¢ Full document referencdJRI=

¢ XPointer
w Bare:URI="#object"
w Object ReferencdJRI="# xpointer (id(‘object'))"
w SamedocumentXPath URI=" xpointer (/)"

¢ External reference:
URI="http://www.w3.org/TR/xml - stylesheet"
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<Reference>

w Three types of signatures:

¢ Enveloping: References are descendants of the
signature in the XML document.

¢ Enveloped: Signature Is a descendant of the
signed content.

¢ Detached: Signed content is a sibling or at an
external location.
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External References

w Just failed another of oubest practices.

w An attacker can insert a malicious external reference, and you
have to chase it to see If the signature validates.

w No simple flag to turn this off in, e.g. Java APIs.

¢ Maybe not valid in WS S O dzN& (i &eleibehty coidinédyin thie signature
SHOULD refer to a resource within the enclosing SOAP erivelope

w http://www.oasis-open.org/committees/download.php/16790/wssgl.l-specosSOAPMessageSecurity.pdf

¢ Important to API clients.

¢ Callers need to provide a custddRIDereferencer  implementation.
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http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf
http://www.oasis-open.org/committees/download.php/16790/wss-v1.1-spec-os-SOAPMessageSecurity.pdf

Time of Check, Time of Use

w Whatif an external reference changes or becomes unavailable?

¢ Fetchon validate, fetch again on use. Provide malicious content the secor
time, repudiate transaction, etc.

w Need to use cached reference retrieval.
w Javaprovides API support, but it is not a default behavior.

w / I yi@itiin correctly with .Net APIs
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This Is bad.

w The need to pull from the validation cache makes
for a very tight coupling between the security and
application layer

w Is there any way to do this correctly from an
network-edge security gateway?
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XPath & XPointer

w References to XML content to be signed caro beidentified by
an XPathor XPointerexpression.

w This came complex and resource intensive.

w XPathFilter 2.0 (intersect, subtract, union) is also available as a
Transform.

¢ Thiswas specifically created becausPathwas becoming an accidentibS
vector.

w Specify an unlimited number aKPathFilters (interleaved with
C14N for good measure) for a go@bS
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XPath & XPointer

w Another failure of the complexity & DoS
assumption mismatch.

w WSSecurity recommends against, but again does
not forbid, XPath & XPointer reference URIs.
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New Theme:

G{ SOdzNA G e Q&a 22 NH
| 2 YL SEAG @ ¢

w Seen more than a bit of this already.

w More to come.
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Frisky References

w Content referenced by ID or an ambiguous XPath
can be moved about in the document without
Invalidating the signature.

w This a documenspecific attack, but elements with
contextual semantics must be signed-situ for
safety.

w E.g. the following two documents both verify with
the same signature value:
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Napvely sign Jjust the price

<order>
<item>
<name>Box of Pencils</name>
<price Id="p1">$1.50</price>
<quantity>1</quantity>
</item>
<item>
<name>Laptop</name>
<price Id="p2">$2500.00</price>
<quantity>100</quantity>
</item>
</order>
<Signature  xmins ="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo >...
<Reference URI="  #xpointer (id('pl")) ">, . .</Reference>
<Reference URI="  #xpointer (id('p2")) ">, . .</Reference>
</ Signedinfo >
<SignatureValue >...</ SignatureValue >
<KeyInfo >...</ Keylnfo >
</Signature>
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Signature still valid: very different semantics.

<order>
<item>
<name>Box of Pencils</name>
<price 1d="p2">$2500.00</price>
<quantity>1</quantity>
</item>
<item>
<name>Laptop</name>
<price ld="p1">$1.50</price>
<quantity>100</quantity>
</item>
</order>
<Signature  xmins ="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo >...
<Reference URI="  #xpointer (id('pl")) ">, . .</Reference>
<Reference URI="  #xpointer (id('p2")) ">, . .</Reference>
</ Signedinfo >
<SignatureValue >...</ SignatureValue >
<KeyInfo >...</ Keylnfo >
</Signature>
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NEl ement Wrappl ng

w Discussed briefly in WSecurity standard with

regard to SOAP headers.
¢ Moving elements from optionals.mustunderstand

w OXML Signature Element Wrapping Attacks and

Countermeasures

Michael MclIntosh & Paulaustel

IBM Research, Hawthorne, NY
Workshop On Secure Web Services
Proceedings of the 2005 Workshop on Secure Web Services

ACM Press

http://portal.acm.org/citation.cfm?id=1103026&jmp=cit&coll=ACM&dI=ACM&CFID=14005269& CFTOKEN=77983358#CIT
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http://portal.acm.org/citation.cfm?id=1103026&jmp=cit&coll=ACM&dl=ACM&CFID=14005269&CFTOKEN=77983358

Wr apper 0s Del i1 ght

w Not just repositioning signed elements

¢ An attacker can also add or delete content or modify the
unsigned portions without breaking the signature

¢ Appliesto overly specifiekPointersXPathand Filters as
well as references by Id
w Again need to pull content directly from validation
cache.
¢ More tight coupling to the securitlayer
¢ More attacks possible against gateway appliances
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmins ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >

< CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315"/>

< SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">

< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />

< DigestValue >7/ XTsHaBSOnJ /jXD5v0zL6VKYsk=</ DigestValue >

<Transforms>

<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -cl4n -20010315"/>

</Transforms>

</Reference>

</ Signedinfo >
< SignatureValue >
ov3HOOPNOw71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986nVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGg++GPIh2mZXyWJs3xHy9P4xmoTVwli7/[7s8ebDSmnbZ
7xZU4ly1BSMZSXGKnRG+Z/0GJIfTz8jhH6WCe3l03L4=
</ SignatureValue >
< Keylinfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
g07hpxA5DGFfvJFZueFI/LI85SXxQxrvqgVugL25V090A9OMrILBg5PmMAsxFTe+G6a
xVWJIQwWYOVH;] /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYkIBp38sTf
QBKkk4i8PEU1GQ2MOCLIJg4/2AkiviwxzSQ9+80WkArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ KeyInfo >
<Object Id="object">some text</Object>
</Signature>
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Transforms

w EXxtra processingnstructions
¢ Refine selection of signembntent
¢ Additional steps to arrive at the corredigest

w2 SQUVS | f NSl Ré asSsyy
¢ Canonicalization
¢ XPathrFilter 2.0

w Baseb64

w Anything else interesting?
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Enveloped & Enveloping Sighatures

w Modeled as Transforms.

w Extract the signature from the content, or viee
versa, beforecanonicalizing& digesting.
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Extensible Stylesheet Language
Transforms (XSLT)

w XSLT is a language for processing and transformi
XML documents.

w Used for content extraction or, most commonly,
transforming XML content from one format to

another.

w A patternrmatching template processor takes a
source and template document and produces a
third document as outpuit.
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XSLT

w Provide an extremely expressive means to select
content for signing.

wa{ A3y gKIFII A& YSPEYUIZT V3

w But too clever by half.

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS



Theme: Dependency Analysis

w Taking dependencies on other components or
code correlates strongly with security defects.

WECKNBI O Y2RSta R2y QUG | g
Ca2KlId R2 @é&2dz YSIYyZ Yé O2R
Fy2yeéeyY2dza yYySU62NJ adz2NFIF OS

w Dependencies evolve independently
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Mismatched Assumptions, Again

W XSLT is not just XPath++.

wL 0 Q& {complelENFogramming language.

w Infinite resource consumption possible with tiny
messages. (e.g. loops)

w Cryptographers tend to think in terms of pure
functions and mathematical operations.
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The big collision.

w But developers want functionality and functionality
IS attack surface.

w XSLT as specified in 1999 was a functional
programming language.

w No side effects. No I/O. No access to OS facilitie:
¢ cJust anothebDoSp €
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Not really: More network operations.

w Pull in an external stylesheet with
xsl:include and xsl:import

w Pull in arbitrary external content with the
document() function during the transform.
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The Killer: XSLT Extensions

w All in one place:
¢ Insecure Dependencies
¢ Complexity
¢ MismatchedAssumptions.

w XSLT is complicated. Code reuse and modularity is great! Just
AYLEZNI a2YSo02Reé SftasSQa AYLI S

w And its extensions. (whoops)
¢ Scripting
¢ Arbitrary file system and UNC path writes
¢ SQL
¢ Bind XML namespaces to thkasspathand execute arbitrary code.
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<xsl:stylesheetversion="1.0"
xmlns:xsE"http://www.w3.0rg/1999/XSL/Transform"
xmlins:re"http://xml.apache.org/xalan/java/java.lang.Runtime"
xmins:ol="http://xml.apache.org/xalan/java/java.lang.Object"
excluderesult-prefixes= r't,ob">
<xsl:templatematch="/">
<xsl:variablename="tuntimeObject select="tt.getRuntim«)"/>
<xsl:variablename="command"
select="tt:exed$runtimeObject
&apos;c\Windows system32cmd.exe&apoy"/>
<xsl:variablename="tommandAsStridg select=bb:toStrind$command)/>
<xsl:valueof select=%commandAsStrifg>
</xsl:template>
</xsl.stylesheet
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<xsl:stylesheekmins:xst"http://www.w3.0rg/1999/XSL/Transform"
xmlns:xslte"http://xml.apache.org/xalan/xsltc"
xmins:redirect"http://xml.apache.org/xalan/redirect"
extensionelementprefixes=%sltcredirect"
version="1.0">
<xsl:templatematch="/">
<xsltc:outputfile="blob.xml">
<xsl:textThis ends up in the file 'blob.xmbssl:.text
</xsltc.output
<redirect:write file="\\arbitraryUNCPath">
<xsl:textThis ends up at an arbitrary UNC patksitext
</redirect:write>
</xsl:template>
</xsl.stylesheet
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<xsl:stylesheekmins:xst"http://www.w3.0rg/1999/XSL/Transform"
version="1.0"
xmlns:xalag"http://xml.apache.org/xalan"
xmlns:myext="ext1"
extensionelementprefixes="myext">
<I--The component and its script are in tkelannamespace

anddefine the implementation of the extensior>
<xalan:componenprefix="myext" functions= bwnage>
<xalan:scriptang="javascript>
// Fun,arbitrary JavaScript in the JVMBSF alsavailable.

</xalan:script

</xalan:componer#
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Available on most XSLT processors

w Those were examples frorKalanJ.

w Dangerous extensions availabie:
XalanXSLTC

Saxon

jd.xslt

Oracle XDK 10g

Sablotron

XT

Unicorn

Vol RN NN NN NN

A <msxml:script >, < msxsl:script > < xsl:script > < ms:script >
allow JScript VBScript andNetlanguages
¢ Off by default in MSXML 6.
¢ But.NetR2Say Qi KI@gS it (0KS alyYyS RST
System.Security.Cryptography.Xml.SignedXml
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Optional, but widely implemented

w 2003 reported interoperabilityresults for XSLT Transform

http://www.w3.org/Signature/2001/04/05 -xmldsiginterop.html

HP

IAIK

IBM

Microsoft

NEC

Phaoqnow Oracle)
Apache

XMLSec
DataPowelnow IBM)

alNa NN N ENaENaRNalNaNS |
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Baltimore (gone, unknown disposition of XMLDSIG technology)


http://www.w3.org/Signature/2001/04/05-xmldsig-interop.html
http://www.w3.org/Signature/2001/04/05-xmldsig-interop.html
http://www.w3.org/Signature/2001/04/05-xmldsig-interop.html
http://www.w3.org/Signature/2001/04/05-xmldsig-interop.html
http://www.w3.org/Signature/2001/04/05-xmldsig-interop.html

No idea, no API.

w-a[ {SO Aa GKS 2yfeée 11tlL
disabling XSLT.

¢ In part because it requires you to install theé Barty
library yourself.

w Nobody has any idea that this stuff is there.

w Even if they do, they have no way to turn it off.
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What next?

w2 SQ¥S asSSy GKS ol aro a
reference processing.

w <KeyInfo> will come later.

w Why would we execute all this content if it was
attacker modified? | trust the people | have keys
FNRPYI YR Y2RATASR &aAd

w[ SUQR2&SH2 OSNATFeée | aA.
iISEC Partners iS E C
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Validation of an XML Digital Signature

3.2 Core Validation

The REQUIRED steps of core validation include (1)
reference validation, the verification of the digest
contained in each reference in signedinfo, and (2) the
cryptographic signature validation of the signature
calculated over signedinfo.

=
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http://www.w3.org/TR/xmldsigcore/#secCoreValidation
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http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-core/
http://www.w3.org/TR/xmldsig-core/

What does this mean?

1) Process every Reference, derive a digest value
and compare lit.

2) Canonicalizeand digest the entireSignedinfo
element and compare to the decrypted the
OSignatureValue &

3) According to deep discussion on the mailing
lists, this order iIs nomormative;2 0 dzu X

THIS IS THE WRONG ORDER OF OPERATIONS

[1]http://lists.w3.org/Archives/Publiet®aldsig/20010ctDec/0064

iISEC Partners iS E C
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http://lists.w3.org/Archives/Public/w3c-ietf-xmldsig/2001OctDec/0064
http://lists.w3.org/Archives/Public/w3c-ietf-xmldsig/2001OctDec/0064
http://lists.w3.org/Archives/Public/w3c-ietf-xmldsig/2001OctDec/0064
http://lists.w3.org/Archives/Public/w3c-ietf-xmldsig/2001OctDec/0064
http://lists.w3.org/Archives/Public/w3c-ietf-xmldsig/2001OctDec/0064

Pure Functions vs. Attack Surface

w Cryptographically, the order of operations is not
Important.

w Assuming no side effects.

w. dzi 6SQVBS aSSy az2yYS Yl 2
effects from digest verification.

w This order of operations puts all that on the
anonymous attack surface.

iISEC Partners iS E C
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Correct Order of Operations

w First see If the signature is even from a key you
trust.

w Then validate the SignatureValue against the
Signedinfo.

w Thenverify the digests.

iISEC Partners iS E C
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Implementers follow the specification.

w Combine the wrong order of operations with XSLT
extension®

w Anonymous, remote code execution witimvalid
signature:
IAIK IXSIL

IAIKXSECT.10
JSR105 Reference Implementation

JavaWeb Services Developer Pack (JWSDP) version 1.5
JavaWeb Services Developer Pack (JWSDP) version 2.0
JavaPlatform, Standard Edition 6.0

SunJava System Web Server version 7.0

SunJava System Application Server Platform Editension8.2
SunJava System Application Server Enterprise Edition version 8.2

oA N AN N o TN N AN NN NN

SunJava System Application Server Platform Edition version 9.0
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Implementation specific, but wormable.

w Can include multiple Transforms in a signature.
w Same attack surface on the client and server.

w Reliable crosgplatform execution

\

w XSLT makes sdiiuplication easywiths e | ect ( A/ 0)

w UDDI would make a nice worm propagation directory.

¢ UDDIW3 supports XMLDSIG, and suggests use of XSLT transforms.
¢ Atleast the UBR is dead.
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More on order of operations.

w Java does expose enough of the internal operations
for APl clientstodoitright-A ¥ U0 KSe QNS

w .Net? Documents the incorrect order In:

¢ B. LaMacchia, S. Lange, M. Lyons, R. Martin, and K..REde.
Framework SecurityAddisonrWesley, Boston, MA, USA, 2002.

w APIs of the formpublic Keylnfo validate(sig)

¢ Standard in both .Net and Java.

¢ Clearly defective. No opportunity for a trust decision until it is alrec
too late.
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Independent Rediscovery of Prior Results

\\

G-al] {ATYl Gdz2NE 9EGSY
¢CNJl yaT2N¥ac
Laurence Bull and David M. Squire

School of Computer Science and Software Engineering, Monash Univer
Australia

5th International Conference on Web Information System
Engineering, Brisbane, Australia, November-22, 2004

Web Information Systemg WISE 2004, pp 16212

Lecture Notes in Computer Science

Springer Berlin / Heidelberg

ISBN: 978-540-238942
http://springerlink.com/content/qpOeyrbgdcn47jhl
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http://springerlink.com/content/qp0eyrbgdcn47jh1

Bull & Squire

W5Aa0dzaa NAR&ATaAa 2F FNDBAGNI NB OI
risks in the implied order of operations for signature validation.

W5ARY QU FLILISFNI G2 LIAO]l dzLJ 2y
algorithms.

w The primary thrust of the paper is suggesting the inclusion into
the XMLDSIG specification of arbitrary binary transforms, either
Inline or pulled from a URI.

w It recognizes that this might be a bit dangerous, but suggests th
CAs could expand their business model to sign transformations.
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NOOOQ!!

Internet Explorer

signature _ _
B weppt s accessing zome sofbware [an Actives contral]

or thiz page which haz been marked zafe for scripting.
Cro waou want b allow this?
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Always on the anonymous surface:

w Even the correct order of operations leaves
unauthenticated complexity.

w Parsing & Canonicalization of tHeignedinfoand
References.

w KeyInfa What does that look like?
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<?xml version="1.0" encoding="UTF -8"?>
<Signature xmins ="http://www.w3.0rg/2000/09/xmldsig#">
< Signedinfo >

< CanonicalizationMethod  Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315" />

< SignatureMethod  Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa -shal" />
<Reference URI="#object">
< DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
< DigestValue >7/ XTsHaBSOnJ /jXD5v0zL6VKYsk=</  DigestValue >
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC -xml -c14n -20010315"/>
</Transforms>
</Reference>
</ Signedinfo >
< SignatureValue >
ov3HOOPNOw71N3DdGNhN+dSzQm6NJFUB5qGKRp9Q986nVzMb8wCIVXCQu+x3vMtq
p4/R3KECPtEJSaoR+thGg++GPIh2mZXyWJs3xHy9P4xmoTVwli7/[7s8ebDSmnbZ
7xZU4ly1BSMZSXGKnNRG+Z/0GJIfTz8jhH6wWCe3l03L4=
</ SignatureValue >
< Keylnfo >
< KeyValue >
< RSAKeyValue >
<Modulus>
q07hpxASDGFfvIFZueFI/LI85XxQxrvggVugL25V090A9MrILBg5PmMAsxFTe+G6a
XVWJIQWYOVH]  /nuiCnNLa9a7uAtPFiTtW+v5H3wlLaY3ws4atRBNOQIYkKIBp38sTf
QBkk4i8PEU1GQ2MOCLIJg4/2AkfviwxzSQ9+80WkKArc=
</Modulus>
<Exponent>
AQAB
</Exponent>
</ RSAKeyValue >
</ KeyValue >
</ KeyInfo >
<Object Id="object">some text</Object>
</Signature>
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<Keylinfo>

w One of:
¢ Key Value
¢ Key Name
¢ X509 Data

c Retrieval Method
oJRI
Wl ransforms
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Anonymous Attack Surface

w Keylnfois not integrity protected

¢ Could be referenced iBignedinf& 6 dzi & 2 dzQR
resolve it first to actually validate it.

w And it can look a lot like a <Referenee
¢ Remote URIs
¢ ComplexXXPathexpressions
¢ Transforms
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No Safe Order of Operations

w All the same risks of <Reference> processing.

w Again, APIs fail the user by not providing adequatt
knobs and switches to harden this.
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And a punt.

w Establishing trust in a key is completely out of scope.
¢ Reasonable enough.
¢ Butremember theaverage developer

w Most SSL APIs enforce chainiogrtsto a trusted root by default,
and many, many developers still get SSL wrong,.

WweKS VI O8S RSOUSt2LISNI gK2 | aadz
accomplishes nothing but increasing his attack surface
dramatically.
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