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Introduction

A Who are we?

I Researchers and consultants from ISEC Partners
| careers@isecpartners.com

A We performed random and targeted fault injection in two computer
forensics toolkits

I The Sleuth Kit from Brian Carrier
I EnCase from Guidance Software

A Problems arose immediately
I Denial of service (crashing, hanging)
I Data hiding

A Later we found another bug
I Lack of authentication in network image acquisition (EnCase)
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Paper and Tools

A We spent a lot more time on the paper than the slides!

https://www.isecpartners.com/blackhat
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Attack Surface

A These products necessarily have a huge attack surface, from low
level to high level

I Partition table
I Filesystem (often very complex, e.g. NTFS)

A Many filesystems in common use: all versions of NTFS,
ext2/ 3, FAT, Reiser, XFS, &

I Application data
A Completely unbounded in number and complexity (obviously)
A MS Office family
A Many different email databases
A Executables
A Image and video
éAudi o (see David Thielés tal
é
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Possible Classes of Attack Against
Forensic Software

A Evidence hiding

I Nﬁ)t always detectable or obvious that data/evidence is not
shown

A Code execution
I Evidence corruption
I Evidence hiding
I Compromise forensic workstation

A Denial of service

I Making the product less useful or useless for performing the
investigation

A Best practice is to use multiple tools, of course

A Limited time and money for investigations make this easier
said than done, perhaps
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Techniques for Finding Bugs

A Random fuzzing: Perhaps not sexy, but still depressingly effective
I Bad guys have PRNGs, too
I Sophisticated fuzzing not necessary
I We fuzzed at all levels
A Disk images
A Filesystems
A Application data files

A Targeted, manual mangling
I Many partitions
I Directory loops
I Deeply nested archives and directories
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Fuzzing: Mutation Functions

Randomly choose a substring (of random length) of the source and
replace it with a random string of the same size

lI:-')erlace a random number of single bytes in the source with random
ytes

lI;erlace a random number of single bytes in the source with random
ytes

Replace a randomly-selected NUL byte or sequence of two NULs Iin
the source with a given value of the same size

Replace the entire source with a random string of the same size

Overwrite 32-bit values in the source with some other given 32-bit
value, advancing the replacement position on successive calls

Delete or insert a randomly-selected substring (of random size) from
the source

Randomly choose any two mutators and perform both mutations on
the source

o o oo Do Do Po  Ix
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Fuzzing: Mutation Functions

A When fuzzing disk and volume images we did not use mutators that
change the size of the object, since filesystems are based on fixed-

sif%e blocks with many structures expected to be aligned at particular
offsets.

A Perturbing a filesystem too drastically tends to cause

Implementations to reject it completely, with no chance of bug
discovery.
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What We Targeted

A We only covered a small part of the attack surface i this work was done in
our "ncopiouso free. time, i n between
no chance we could cover the whole of either application

A We targeted only the most common filesystems
i NTFS, Ext2, FAT

A A few common document types
I PDF, DOC

A Some common image formats
i JPEG, PNG

A Email database formats
I Exchange, Outlook Express, Thunderbird

A Ib(‘)l | bet you a nickel t h-testedamimere da't
uggy
i Feel free to yell out the name of your favorite weird format
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Manual Data Mangling

A MBR partition tables

I We wrote code to identify all of the MBR records and
performed fuzzing on only those blocks.

I This increases the amount of mutations in each test
case (since we can only test one disk at a time,
whereas we can test many filesystems at a time, for
example) without causing other issues (i.e. in the
filesystem code) that might mask findings.

A Directory loops

I We manually edited ext2fs and NTFS filesystems so
that a directory became a child subdirectory in its own
directory, and then analyzed the resulting image.
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Still More Manual Data Mangling

A Long file names

I Both inside a single directory and in a chain of deeply
nested directories.

A Large directories, containing large numbers of files

i Filled with files having really short names, medium
length names and long filenames.

A Deeply nested directories
I The directory names were very short and very long.
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The Sleuth Kit

A A Unix-y toolkit from Brian Carrier

A Lots of little tools that do one thing, to be scripted by the examiner or
Invoked by the web interface (Autopsy)

A 23 individual programs, we found problems in 4:

I fls lists the file and directory names in a give filesystem image,
Including deleted files

I fsstat displays the metadata for the filesystem, including inode
numbers and mount times

I Icat copies files in the disk image by inode number (Unix
filesystems) or MFT entry number (NTFS)

I Istat displays the metadata stored in an inode or MFT entry
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The Sleuth Kit

A Yay for open source!
A We can build with debugging symbols and enjoy GDB.

A We were also able to fix some of the minor issues and continue
testing.

A This allowed us to reach deeper issues that may have been masked
by some of our earlier findings.

A Defects found: Crashes, incorrect parsing of data structures.
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TSK: Data Dereferenced After Free

123? for (n = 0; length > 0 && n < inode - >direct_count; n++)
1231 read_b = ext2fs_file_walk_direct(fs, buf, length,

1232 inode - >direct_addr[n], flags, action, ptr);

1233

1234 if (read_b == -1){

1235 free(buf);

1236 data_buf free(buf[0]);

1237 return 1;

1238 }

A Ifread bis -1 él_ine 12343 then buf is freed (line 1235) before data in
buf[O] Is freed (line 1236
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TSK: Corrupted NTFS image Causes
icat to Run Indefinitely

A icat runs virtually forever when run on some altered NTFS images. It
appears that a 64-bit value was read off the disk and used as a byte
count.

#9 0x080892ef in ntfs_data_walk (ntfs=0x80ee0c0, inum=56,
fs_data=0x80f0400, flags=0, action=0x80a45d0 <icat_action>,
ptr=0x0) at ntfs.c:1639

1639 retval = action(fs, addr, buf, bufsize,
myflags, ptr);

(gdb) p/x fsize

$3 = Oxffffffffff8ecd42

(gdb) p/x fs_data - >size
$4 = 0x9342
(gdb) p/x fs_data - >runlen

$5 = Oxffffff0600009200
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TSK: NTFS Image Causes icat to
Crash

A icat crashes while processing a file on a corrupted NTFS filesystem
Image. The crash occurs when dereferencing fs_data run at line
1570 of ntfs.c:

1545;'7 [* cycle through the number of runs we have

1544 while (fs_data_run) {

1545
[... comment elided ...]

155{1 if (fs_data_run - >flags & FS DATA FILLER)
[... code elided ...]

1564

1565 else {

1566 fs_data run =fs_data run - >next;

1567 }

1568 }

1569

1570 addr = fs_data_run - >addr;
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TSK: NTFS Image Causes fls to Crash

A fls crashes while Iisting files from a corrupted image. The crash

occurs when copying

ata in fs_data_put_str. The calling code is in

ntfs.c:

177|8 / [* Add this resident stream to the fs_inode - >attr
Ist *

1779 fs_inode - >attr =

1780 fs_data_put_str(fs_inode - >attr, name, type,

1781 getul6(fs - >endian, attr - >id),

1782 (void *) ((uintptr_t) attr +

1783 getul6(fs - >endian,

1784 attr - >c.r.soff)), getu32(fs - >endian,

1785 attr - >C.r.ssize));

A The read buffer is attr plus an arbitrary 16-bit offset and the read
length is an arbitrary 32-bit length. No bounds checking is performed
to ensure that the buffer contains as many bytes as are requested.
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TSK: NTFS Image Causes fls to Crash
Some More

A fls crashes while listing files from a corrupted image. The crash occurs at
line 208 of ntfs_dent.c while dereferencing idxe:

205 [* perform some sanity checks on index buffer head

206 * and advance by 4 - bytes if invalid

207 */

208 if ((getu48(fs - >endian, idxe - >file_ref) > fs -
>last_inum) ||

209 (getu48(fs - >endian, idxe - >file_ref) < fs -
>first_inum) ||

210 (getul6(fs - >endian, idxe - >idxlen) <= getul6(fs -
>endian,

211 idxe - >strlen))

212 || (getul6(fs - >endian, idxe - >idxlen) % 4)

213 || (getul6(fs - >endian, idxe - >idxlen) > size)) {

214 idxe = (ntfs_idxentry *) ((uintptr_t) idxe + 4);

215 continue;

216 }
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TSK: NTFS Image Causes fls to Crash
Some More

A This code is executed in a loop while walking a table and advancin
iIdxe. The variable is initially in range, but is eventually moved out o
range because the caller passes in a large size (line 735) which is
an arbitrary 32-bit integer taken from the filesystem image. No
bounds checking is performed to ensure that the value is in range.

734 retval = ntfs_dent_idxentry(ntfs, dinfo, list_seen, idxe,

735 getu32(fs - >endian,

736 idxelist - >buf_off)

737 getu32(fs - >endian, idxelist - >begin_off),

738 getu32(fs - >endian,

739 idxelist - >end_off)

740 getu32(fs - >endian, idxelist - >begin_off), flags,
action, ptr);
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TSK: NTFS Image Causes fsstat to
Crash

A The crash happens when dereferencing sid in line 2714 of ntfs.c:

2703 unsigned int owner_offset =

2704 getu32(fs - >endian, sds - >self rel sec_desc.owner);

2705 ntfs_sid *sid =

2706 (ntfs_sid *) ((uint8_t *) & sds - >self rel sec desc +
owner_offset);

2707

2708 /1"l -

2709 sid_str_len += 2;

2710  //tsk_fprintf(stderr, "Revision: %i \'n",sid - >revision);

2711

2712 /] This check helps not process invalid data, which was
noticed while testing

2713 // afailing harddrive
2714  if (sid - >revision == 1) {

A This variable is computed with an arbitrary 32-bit offset (line 2704) from an existing
buffer (line 2706) without any bounds checking.
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TSK: NTFS Image Causes fsstat to
Crash (2)

A The crash happens while copying data from sds (line 2831) in ntfs.c.

A Care is taken to ensure that no out of bounds reads occur with
checks at line 2817.

A However, these checks are based on the offset computed in terms
of 32-bit values (line 2809), not in terms of bytes.

A The check assumes that the current_offset is actually a byte count,
which would be four times larger.
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2808
2809
2810
2811
2812
2813
2814
2815
2816
2817

2818

2819
2820
2821
2822
2823

2824
2825
2826
2827

2828
2829
2830
2831

TSK: NTFS Image Causes fsstat to

Crash (2)

while (total_bytes processed < sds_buffer - >size) {
current_offset =
(uintptr_t *) sds - (uintptr_t *) sds_buffer - >huffer;
offset = getu32(fs - >endian, sds - >ent_size);
if (offset % 16) {
offset = ((offset / 16) + 1) * 16;
}
if ((offset != 0) && (offset < (sds_buffer - >size -
current_offset))
&& (getub4(fs - >endian, sds - >file_off) <
sds_buffer - >size)) {
NTFS_SDS_ENTRY *sds_entry;
if ((sds_entry =
(NTFS_SDS_ENTRY *)
mymalloc(sizeof(NTFS_SDS_ENTRY))) ==
NULL) {
return 1;
}
if ((sds_entry - >data = (uint8_t *)
mymalloc(offset)) == NULL) {
free(sds_entry);
return 1;
}
memcpy(sds_entry - >data, sds, offset);
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EnCase

A A Windows-y tool from Guidance Software

A Sophisticated GUI with integrated acquisition, search, browse, and
analysis features

A For programmability, there is Enscript, a C++/Java-like language

A The bugs are similar to TSK where there is similar functionality;
additional EnCase functionality has additional problems
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EnCase

A No open source here L

A Packed/ dAencryptedo binary with

I Anti-debugging (workaround: attach WinDbg after EnCase has
launched)

I Copy-protection dongle (workaround: FedEx to Hawalii)

A Unlike TSK, we obviously could not (easily, anyway) patch bugs to
enable deeper testing

A Defects found: Crashes, incorrect parsing of data structures, erratic
behavior (especially in data file display)

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS




EC: Disk Imagfe With Corrupted MBR
Partition Table Cannot Be Acquired

A Linen is a remote acquisition tool that runs as a server on Linux,
allowing EC to acquire Linux volumes.

A When running linen on a system with a disk with a carefully crafted
partition table, linen won't start up properly.

A If linen is started prior to corrupting the image, it will start up, but
EnCase will hang indefinitely while acquiring the corrupted image
(but you can cancel the acquisition to get EC back).

If a disk image is manually captured and transferred to the EnCase

workstation and acquired as a raw disk image, EnCase will hang
i ndefinitely while attempting t
acquisition, EC is toast).

To I

A We have not identified the root cause of this issue, but it appears to
be due to the overly large values in the 29th partition table entry.

I We were unable to reproduce this issue in similar situations with
a small number of partitions.
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The Corrupted Partition Table

Disk /dev/hdb: 1073 MB, 1073741824 bytes
16 heads, 63 sectors/track, 2080 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot  Start End Blocks Id System

/dev/hdbl 1 2080 1048288+ 5 Extended
/dev/hdb5 1 44 22113 b W95 FAT32
/dev/hdb6 45 88 22144+ b W95 FAT32
/dev/hdb7 89 132 22144+ b W95 FAT32
/dev/hdb8 133 176 22144+ b W95 FAT32
[More partitions here...]

/dev/hdb25 881 924 22144+ b W95 FAT32
/dev/hdb26 925 968 22144+ b W95 FAT32
/dev/hdb27 969 1012 22144+ b W95 FAT32
/dev/hdb28 1013 1056 22144+ b W95 FAT32

/dev/hdb29 2098209 2098252 22144+ b W95 FAT32
[More patrtitions here...]
/dev/hdb51 2025 2068 22144+ b W95 FAT32
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The Corrupted Partition Table

A The corrupted partition table entry corresponding to hdb29 is:

Block 10200961 slot 1

flag=0 shead=15 scs=(255, 255) type=0x05 ehead=15
ecs=(255, 255)

start=1064385 len=44352
Block 10200961 slot 2

flag=0 shead=0 scs=(0, 0) type=0x00 ehead=0 ecs=(0,

start=0 len=0
Block 10200961 slot 3

flag=0 shead=0 scs=(0, 0) type=0x00 ehead=0 ecs=(0,

start=0 len=0
Block 10200961 slot 4

flag=0 shead=15 scs=(255, 255) type=0x0b ehead=15
ecs=(255, 255)

start=2113929279 len=44289

iISEC Partners iSEC
https://www.isecpartners.com




EC: Corrupted NTFS Filesystem
Causes Crash During Acquisition

A The crash occurs when EnCase #rocesses FILE records that
contain a larger-than-expected offset to update sequence value,
c_atljsmg it to read past the end of a buffer, resulting in a read access
violation.

A Example FILE record that causes the crash:

0073B600 46 49 4C 45 30 61 03 00 D9 11 1000 00 00 00 00 FILEOa..........
0073B610 01 00 01 00 38 00 OD 00 70 02 00 00 00 04 00 00 ....8...p.......
0073B620 00 00 00 00 00 00 00 00 04 00 00 00 18 0000 QO ................

A The modified b§ theorigirsml vélue @ak 0xQ0id a 0 )

A This makes the offset 0x6130 rather than the normal value of
0x0030.
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