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Introduction

A Who are we?

I Researchers and consultants from ISEC Partners
| careers@isecpartners.com

A We performed random and targeted fault injection in two computer
forensics toolkits

I The Sleuth Kit from Brian Carrier
I EnCase from Guidance Software

A Problems arose immediately
I Denial of service (crashing, hanging)
I Data hiding

A Later we found another bug
I Lack of authentication in network image acquisition (EnCase)
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Paper and Tools

A We spent a lot more time on the paper than the slides!

https://www.isecpartners.com/blackhat
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Attack Surface

A These products necessarily have a huge attack surface, from low
level to high level

I Partition table
I Filesystem (often very complex, e.g. NTFS)

A Many filesystems in common use: all versions of NTFS,
ext2/ 3, FAT, Reiser, XFS, &

I Application data
A Completely unbounded in number and complexity (obviously)
A MS Office family
A Many different email databases
A Executables
A Image and video
éAudi o (see David Thielés tal
é
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Possible Classes of Attack Against
Forensic Software

A Evidence hiding

I Nﬁ)t always detectable or obvious that data/evidence is not
shown

A Code execution
I Evidence corruption
I Evidence hiding
I Compromise forensic workstation

A Denial of service

I Making the product less useful or useless for performing the
investigation

A Best practice is to use multiple tools, of course

A Limited time and money for investigations make this easier
said than done, perhaps
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Techniques for Finding Bugs

A Random fuzzing: Perhaps not sexy, but still depressingly effective
I Bad guys have PRNGs, too
I Sophisticated fuzzing not necessary
I We fuzzed at all levels
A Disk images
A Filesystems
A Application data files

A Targeted, manual mangling
I Many partitions
I Directory loops
I Deeply nested archives and directories
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Fuzzing: Mutation Functions

Randomly choose a substring (of random length) of the source and
replace it with a random string of the same size

lI:-')erlace a random number of single bytes in the source with random
ytes

lI;erlace a random number of single bytes in the source with random
ytes

Replace a randomly-selected NUL byte or sequence of two NULs Iin
the source with a given value of the same size

Replace the entire source with a random string of the same size

Overwrite 32-bit values in the source with some other given 32-bit
value, advancing the replacement position on successive calls

Delete or insert a randomly-selected substring (of random size) from
the source

Randomly choose any two mutators and perform both mutations on
the source

o o oo Do Do Po  Ix
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Fuzzing: Mutation Functions

A When fuzzing disk and volume images we did not use mutators that
change the size of the object, since filesystems are based on fixed-

sif%e blocks with many structures expected to be aligned at particular
offsets.

A Perturbing a filesystem too drastically tends to cause

Implementations to reject it completely, with no chance of bug
discovery.
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What We Targeted

A We only covered a small part of the attack surface i this work was done in
our "ncopiouso free. time, i n between
no chance we could cover the whole of either application

A We targeted only the most common filesystems
i NTFS, Ext2, FAT

A A few common document types
I PDF, DOC

A Some common image formats
i JPEG, PNG

A Email database formats
I Exchange, Outlook Express, Thunderbird

A Ib(‘)l | bet you a nickel t h-testedamimere da't
uggy
i Feel free to yell out the name of your favorite weird format
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Manual Data Mangling

A MBR partition tables

I We wrote code to identify all of the MBR records and
performed fuzzing on only those blocks.

I This increases the amount of mutations in each test
case (since we can only test one disk at a time,
whereas we can test many filesystems at a time, for
example) without causing other issues (i.e. in the
filesystem code) that might mask findings.

A Directory loops

I We manually edited ext2fs and NTFS filesystems so
that a directory became a child subdirectory in its own
directory, and then analyzed the resulting image.
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Still More Manual Data Mangling

A Long file names

I Both inside a single directory and in a chain of deeply
nested directories.

A Large directories, containing large numbers of files

i Filled with files having really short names, medium
length names and long filenames.

A Deeply nested directories
I The directory names were very short and very long.
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The Sleuth Kit

A A Unix-y toolkit from Brian Carrier

A Lots of little tools that do one thing, to be scripted by the examiner or
Invoked by the web interface (Autopsy)

A 23 individual programs, we found problems in 4:

I fls lists the file and directory names in a give filesystem image,
Including deleted files

I fsstat displays the metadata for the filesystem, including inode
numbers and mount times

I Icat copies files in the disk image by inode number (Unix
filesystems) or MFT entry number (NTFS)

I Istat displays the metadata stored in an inode or MFT entry
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The Sleuth Kit

A Yay for open source!
A We can build with debugging symbols and enjoy GDB.

A We were also able to fix some of the minor issues and continue
testing.

A This allowed us to reach deeper issues that may have been masked
by some of our earlier findings.

A Defects found: Crashes, incorrect parsing of data structures.
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TSK: Data Dereferenced After Free

123? for (n = 0; length > 0 && n < inode - >direct_count; n++)
1231 read_b = ext2fs_file_walk_direct(fs, buf, length,

1232 inode - >direct_addr[n], flags, action, ptr);

1233

1234 if (read_b == -1){

1235 free(buf);

1236 data_buf free(buf[0]);

1237 return 1;

1238 }

A Ifread bis -1 él_ine 12343 then buf is freed (line 1235) before data in
buf[O] Is freed (line 1236
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TSK: Corrupted NTFS image Causes
icat to Run Indefinitely

A icat runs virtually forever when run on some altered NTFS images. It
appears that a 64-bit value was read off the disk and used as a byte
count.

#9 0x080892ef in ntfs_data_walk (ntfs=0x80ee0c0, inum=56,
fs_data=0x80f0400, flags=0, action=0x80a45d0 <icat_action>,
ptr=0x0) at ntfs.c:1639

1639 retval = action(fs, addr, buf, bufsize,
myflags, ptr);

(gdb) p/x fsize

$3 = Oxffffffffff8ecd42

(gdb) p/x fs_data - >size
$4 = 0x9342
(gdb) p/x fs_data - >runlen

$5 = Oxffffff0600009200
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TSK: NTFS Image Causes icat to
Crash

A icat crashes while processing a file on a corrupted NTFS filesystem
Image. The crash occurs when dereferencing fs_data run at line
1570 of ntfs.c:

1545;'7 [* cycle through the number of runs we have

1544 while (fs_data_run) {

1545
[... comment elided ...]

155{1 if (fs_data_run - >flags & FS DATA FILLER)
[... code elided ...]

1564

1565 else {

1566 fs_data run =fs_data run - >next;

1567 }

1568 }

1569

1570 addr = fs_data_run - >addr;
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TSK: NTFS Image Causes fls to Crash

A fls crashes while Iisting files from a corrupted image. The crash

occurs when copying

ata in fs_data_put_str. The calling code is in

ntfs.c:

177|8 / [* Add this resident stream to the fs_inode - >attr
Ist *

1779 fs_inode - >attr =

1780 fs_data_put_str(fs_inode - >attr, name, type,

1781 getul6(fs - >endian, attr - >id),

1782 (void *) ((uintptr_t) attr +

1783 getul6(fs - >endian,

1784 attr - >c.r.soff)), getu32(fs - >endian,

1785 attr - >C.r.ssize));

A The read buffer is attr plus an arbitrary 16-bit offset and the read
length is an arbitrary 32-bit length. No bounds checking is performed
to ensure that the buffer contains as many bytes as are requested.
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TSK: NTFS Image Causes fls to Crash
Some More

A fls crashes while listing files from a corrupted image. The crash occurs at
line 208 of ntfs_dent.c while dereferencing idxe:

205 [* perform some sanity checks on index buffer head

206 * and advance by 4 - bytes if invalid

207 */

208 if ((getu48(fs - >endian, idxe - >file_ref) > fs -
>last_inum) ||

209 (getu48(fs - >endian, idxe - >file_ref) < fs -
>first_inum) ||

210 (getul6(fs - >endian, idxe - >idxlen) <= getul6(fs -
>endian,

211 idxe - >strlen))

212 || (getul6(fs - >endian, idxe - >idxlen) % 4)

213 || (getul6(fs - >endian, idxe - >idxlen) > size)) {

214 idxe = (ntfs_idxentry *) ((uintptr_t) idxe + 4);

215 continue;

216 }
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TSK: NTFS Image Causes fls to Crash
Some More

A This code is executed in a loop while walking a table and advancin
iIdxe. The variable is initially in range, but is eventually moved out o
range because the caller passes in a large size (line 735) which is
an arbitrary 32-bit integer taken from the filesystem image. No
bounds checking is performed to ensure that the value is in range.

734 retval = ntfs_dent_idxentry(ntfs, dinfo, list_seen, idxe,

735 getu32(fs - >endian,

736 idxelist - >buf_off)

737 getu32(fs - >endian, idxelist - >begin_off),

738 getu32(fs - >endian,

739 idxelist - >end_off)

740 getu32(fs - >endian, idxelist - >begin_off), flags,
action, ptr);
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TSK: NTFS Image Causes fsstat to
Crash

A The crash happens when dereferencing sid in line 2714 of ntfs.c:

2703 unsigned int owner_offset =

2704 getu32(fs - >endian, sds - >self rel sec_desc.owner);

2705 ntfs_sid *sid =

2706 (ntfs_sid *) ((uint8_t *) & sds - >self rel sec desc +
owner_offset);

2707

2708 /1"l -

2709 sid_str_len += 2;

2710  //tsk_fprintf(stderr, "Revision: %i \'n",sid - >revision);

2711

2712 /] This check helps not process invalid data, which was
noticed while testing

2713 // afailing harddrive
2714  if (sid - >revision == 1) {

A This variable is computed with an arbitrary 32-bit offset (line 2704) from an existing
buffer (line 2706) without any bounds checking.
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TSK: NTFS Image Causes fsstat to
Crash (2)

A The crash happens while copying data from sds (line 2831) in ntfs.c.

A Care is taken to ensure that no out of bounds reads occur with
checks at line 2817.

A However, these checks are based on the offset computed in terms
of 32-bit values (line 2809), not in terms of bytes.

A The check assumes that the current_offset is actually a byte count,
which would be four times larger.
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2808
2809
2810
2811
2812
2813
2814
2815
2816
2817

2818

2819
2820
2821
2822
2823

2824
2825
2826
2827

2828
2829
2830
2831

TSK: NTFS Image Causes fsstat to

Crash (2)

while (total_bytes processed < sds_buffer - >size) {
current_offset =
(uintptr_t *) sds - (uintptr_t *) sds_buffer - >huffer;
offset = getu32(fs - >endian, sds - >ent_size);
if (offset % 16) {
offset = ((offset / 16) + 1) * 16;
}
if ((offset != 0) && (offset < (sds_buffer - >size -
current_offset))
&& (getub4(fs - >endian, sds - >file_off) <
sds_buffer - >size)) {
NTFS_SDS_ENTRY *sds_entry;
if ((sds_entry =
(NTFS_SDS_ENTRY *)
mymalloc(sizeof(NTFS_SDS_ENTRY))) ==
NULL) {
return 1;
}
if ((sds_entry - >data = (uint8_t *)
mymalloc(offset)) == NULL) {
free(sds_entry);
return 1;
}
memcpy(sds_entry - >data, sds, offset);
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EnCase

A A Windows-y tool from Guidance Software

A Sophisticated GUI with integrated acquisition, search, browse, and
analysis features

A For programmability, there is Enscript, a C++/Java-like language

A The bugs are similar to TSK where there is similar functionality;
additional EnCase functionality has additional problems
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EnCase

A No open source here L

A Packed/ dAencryptedo binary with

I Anti-debugging (workaround: attach WinDbg after EnCase has
launched)

I Copy-protection dongle (workaround: FedEx to Hawalii)

A Unlike TSK, we obviously could not (easily, anyway) patch bugs to
enable deeper testing

A Defects found: Crashes, incorrect parsing of data structures, erratic
behavior (especially in data file display)
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EC: Disk Imagfe With Corrupted MBR
Partition Table Cannot Be Acquired

A Linen is a remote acquisition tool that runs as a server on Linux,
allowing EC to acquire Linux volumes.

A When running linen on a system with a disk with a carefully crafted
partition table, linen won't start up properly.

A If linen is started prior to corrupting the image, it will start up, but
EnCase will hang indefinitely while acquiring the corrupted image
(but you can cancel the acquisition to get EC back).

If a disk image is manually captured and transferred to the EnCase

workstation and acquired as a raw disk image, EnCase will hang
i ndefinitely while attempting t
acquisition, EC is toast).

To I

A We have not identified the root cause of this issue, but it appears to
be due to the overly large values in the 29th partition table entry.

I We were unable to reproduce this issue in similar situations with
a small number of partitions.
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The Corrupted Partition Table

Disk /dev/hdb: 1073 MB, 1073741824 bytes
16 heads, 63 sectors/track, 2080 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot  Start End Blocks Id System

/dev/hdbl 1 2080 1048288+ 5 Extended
/dev/hdb5 1 44 22113 b W95 FAT32
/dev/hdb6 45 88 22144+ b W95 FAT32
/dev/hdb7 89 132 22144+ b W95 FAT32
/dev/hdb8 133 176 22144+ b W95 FAT32
[More partitions here...]

/dev/hdb25 881 924 22144+ b W95 FAT32
/dev/hdb26 925 968 22144+ b W95 FAT32
/dev/hdb27 969 1012 22144+ b W95 FAT32
/dev/hdb28 1013 1056 22144+ b W95 FAT32

/dev/hdb29 2098209 2098252 22144+ b W95 FAT32
[More patrtitions here...]
/dev/hdb51 2025 2068 22144+ b W95 FAT32
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The Corrupted Partition Table

A The corrupted partition table entry corresponding to hdb29 is:

Block 10200961 slot 1

flag=0 shead=15 scs=(255, 255) type=0x05 ehead=15
ecs=(255, 255)

start=1064385 len=44352
Block 10200961 slot 2

flag=0 shead=0 scs=(0, 0) type=0x00 ehead=0 ecs=(0,

start=0 len=0
Block 10200961 slot 3

flag=0 shead=0 scs=(0, 0) type=0x00 ehead=0 ecs=(0,

start=0 len=0
Block 10200961 slot 4

flag=0 shead=15 scs=(255, 255) type=0x0b ehead=15
ecs=(255, 255)

start=2113929279 len=44289
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EC: Corrupted NTFS Filesystem
Causes Crash During Acquisition

A The crash occurs when EnCase #rocesses FILE records that
contain a larger-than-expected offset to update sequence value,
c_atljsmg it to read past the end of a buffer, resulting in a read access
violation.

A Example FILE record that causes the crash:

0073B600 46 49 4C 45 30 61 03 00 D9 11 1000 00 00 00 00 FILEOa..........
0073B610 01 00 01 00 38 00 OD 00 70 02 00 00 00 04 00 00 ....8...p.......
0073B620 00 00 00 00 00 00 00 00 04 00 00 00 18 0000 QO ................

A The modified b§ theorigirsml vélue @ak 0xQ0id a 0 )

A This makes the offset 0x6130 rather than the normal value of
0x0030.
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00675£26 B89485c now dword ptr [eaz+5Ch].ecx =8 nev si.word ptr [edi = sUeeeblde | st2  -1.00000000000000=+000
00675f29 834360 oy dword ptr [eazx+60h].ecx »| | =t3 -1.00000000000000e+000
00675£2c 8988c0000000 nowv dvord ptr [ea=x+0C0h].ecx |4 | JJ_- =t4 2.20337191733440=+000
ﬂqﬁ?ﬁf?? A94R7~ T4 dwrrd ntr Trax+7Ch] Arx =t5 8.56126180258I24?8+UUU had
d [ 2 Jozooos | 4 v[
\ Ln 0, Col 0 [Sys 0:<Local> [Proc000:c98 [Thrd 000:8b4 [A5M [OVR [Caps [rum
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EC: Corrupted Microsoft Exchange
Database Causes Crash During
Search/Analysis

A EnCase crashes while searching/analyzing a filesystem containing a
corrupted Microsoft Exchange database.

A The crash occurs during the searching phase of an acquisition in
which al |l hNnSear ch, Hash and Sig

enabled.

A A read access violation occurs (in eax), but the exact value in eax
appears to change from run to run.
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-Iolx]
File Edit View Debug Window Help
B L R EE === E R
m i) =
Dﬂ%ehl@SScopeip | Previous I MNext HodLoad: 03000000 03118000 C:~Program Files-EnCasebt>dbghelp.dll
HodLoad: 68000000 s802f000 CWINDOWS~system3dz2~rzacsnh . dll
AR (R noy dyord ptr [ecxtd].ebp ModLoad: 76b70000 76b7B000 . ~WINDOWS“eystems2~PSAFT .DIL =
00483362 Ge o -] ModLoad: 48ef0000 48£f61000 C:~WIKDOWS~systend2~riched20.dll
00483363 Gd EDE ehp ModLoad: 777b0000 77833000 C:~WINDOWS =systen32~CLECat(Q DLL
00483364 Gb - cbx ModLoad: 77010000 77046000 C:WINDOWS =systend2~COMRes dll
00483365 59 EDE b ModLoad: 77LS0000 77L98000 C:WINDOWS =systend2~VERSION .d11
00481366 o3 ret HodLoad: 74540000 74544000 C:\UINDOUS\SyStem32\mlang.dll a3 5371298
00483367 Em = - ModLoad: 10000000 10053000 C:“Program Files“EnCasebt“enhkey.dll S &
D04E3268 RO4f0o oo Gyord ptr [edit0Ch],scs ModLoad: 76bb0000 76bdb000  C:“WINDOWS“system32“WINTRUST.dll esi 236das0
0048336b 89410 o dvord ptr [edi+10n] . ecs ModLoad: 76c10000 76239000 C:WINDOWS system32vinagehlp d1l ebx 1000
0042336 296904 now dword Dtr [ecmtd] =b, ModLoad: 770=0000 771leal00 C~WINRDOWS systen3Zwsetupapi.dll edx =4b24dec
00483371 5d = =5 P - =hp Hodload: 01070000 010a5000 C:~Program F}les\EnCaSEE\V}Ewl}b\sccvw dll ecE 8d76916d
00433373 BA01 pop 2 ModLosd: 01430000 01del000  C:“Program Files“EnCasefViewlib“wvoore.dll sax 2851000
00423374 Sh = ebk ModLoad: 010bO0D00 010£1000 C:“Program Files“EnCasebt“Viewlib“sccdu.dll sbp 1]
0042337 L9 DDD P HodLoad: 00340000 003de=000 C:“Program Files~EnCasebt~Viewlib“sccda . dll eip 483390
00423376 o3 585 HodLoad: 003=0000 003f5000 C:~Program F;les\EnCases\V;ewl;b\sccf1.dll = 1b
00421377 oo Heats 3 HodLoad: 01d4f0000 O0le3c000 C:~Programn F}les\EnCaseG\V;ewl}b\sccut.dll ef1 217
00423378 oo e 3 HodLoad: 01ed40000 0leS52000 C:~Program F;les\EnCases\V;ewl;b\sccch.dll =0 342954
00423379 oo o 3 HodLoad: 01e=60000 0177000 C:~Programn F}les\EnCaseG\V;ewl}b\sccfa.dll Py 33
00423375 oo s 3 HodLoad: 0180000 O0le&d0oo0 C:~Program Files“EnCasef Viewlib sccfmt dll Az o
0048337 oo Tt 3 ModLoad: 73070000 73097000 C:WINDOWS systend 2 WINSPOOL . DRV drl 0
0042337 oo e 3 ModLoad: 01230000 Oledfbooqn C:~Program Files“EnCaset Viewlibsccanno.dll 25
0048337 oo Jons 3 HodLoad: 01ea0000 OleaB000 C:“Progran F}les\EnCaseG\V;ewl}b\sccqa.dll dr2 0
0048397 oo Aty 3 HodLoad: 01eb0000 0lebd000  C:“Program Files EnCaset \Viewlib sccind.dll dr3 a
0048337t oo oo 3 HodLoad: 01f=0000 O0lfeal00 C:“Progran F}les\EnCaseE\V;ewl}b\osw1n32.dll dré 1]
00481380 oleal? =hr edx 2 ModLoad: 01f£0000 0200£000 C:~Program FilesEnCaset Viewlib~scclo.dll dr? 1]
00483383 841490 = edx'[eax+edx*4] HodLoad: 02010000 02017000 C:~Program F}les\EnCaseE\V;ewl}b\SCCOIE.DIL di 1298
00423386 3bo? o cax. edn ModLoad: 02020000 02033000 C:“Program Files“EnCaset~Viewlib~debnp.dll =1 da3n
00433388 730f 'ag EnCéSB+DxB3399 (00483399) HodLoad: 02040000 0206000 C:~Program F}les\EnCaSEE\V;Ewl}b\demet dll hx 1000
00423385 2d9b00000000 1 Pt ModLoad: 02070000 02094000 C:“Program Files“EnCaset~Viewlib“dess.dll d= Adec
0 e Hodload: 02020000 02045000 C:“Program Files“EnCaset Viewlib“dewp. dll = 316d
00483397 83o004 add oawm 4 HodLoad: 020=0000 020£3000 C:“Program Files~EnCasebt~Viewlib-detres.dll ax 1000
00423395 3ho? & eax'edx HodLoad: 02100000 02117000 C:»Frogram F}les\EnCaSEE\V;Ewl}b\vsh@ml dll b o
00423397 727 'bD EnCazet0=z83390 (00483390) ModLoad: 02120000 02128000 C:~Program Files EnCaset~Viewlib“wsgif dll oD 3390
00423399 3320 ior = HodLoad: 02130000 02138000 C:~Program F;les\EnCases\V;ewl;b\vstext.dll ;T 517
00423390 2509 test cow eom HodLoad: 02140000 02147000 C:~Programn F}les\EnCaseG\V;ewl}b\vsxml.dll
00473359d DF34c0 oo L ModLoad: 02150000 02176000 C:“Programn FilesEnCass6 Viewlibvspdf .dll sp £954
00423350 o2 et HodLoad: 02180000 0218=000 C:~Programn F}les\EnCaseG\Vlewl1b\vsexe2.dll bl a
00423321 oo fens 3 HodLoad: 02a=0000 02aecO0O0 C:»FProgram Files VHMware VHwvare Tools“hook.dl dl ec —
00421327 oo o 3 HodLoad: 71b70000 71bas000 C:~WINDOWS sy=sten32~UxThens . d11l cl 6d
00423323 oo s 3 HodLoad: 7560000 75=87000 CWINDOWS systemiz~apphelp.dll al 0
00483324 oo Jons 3 ModLoad: 77b00000 77b54000 C A WINDOWS~Systenid2 ocscul .dll bh 10
00483325 co et 3 ModLoad: 76520000 7653e000 C:~WINDOWS System32~CSCDLIL . d11 dh 4d
0481346 oo oo 3 HodLoad: 75eb0000 75fbO0O0 C:\UINDOUS\system32\br0wseg1.dll ch 91
00481327 oo oty 3 ModLoad: 768£0000 76915000 C:~WINDOWS~zysten3Z~ntshrui dll Eih 10
00483348 oo int 3 ModLoad: 71c40000 7198000 C:WINDOWS =systen32~NETAPI32 d1l foew 57¢
00483329 oo ot 3 ModLoad: 76920000 76%=4000 C:WINDOWS systend2~USERENY .d11 fpaw 0
00483324 oo St 3 HodLoad: 77980000 77af5000 C:~WINDOWS =y=ten3d2 shdocyw . A1l fotw FFEF
004833ab oo ot 3 ModLoad: 75360000 ?753di000 C:WINDOWS systend2~CRYPTUI .d11 fp tcg
0048330 oo int 3 HodLoad: 76£10000 76f3=000 C:\WINDOWS =ysten32~WLDAP32 d11 Bl
0042332d oo o 3 ModLoad: 03120000 033=5000 C~WIRDOWS-systend2~xpspires . dll fD}D 4lctas
0042332 oo e 3 (efd.704): Access violation - code c0000005 (1! =second chance 111} fpi... 1b
0042332f oo o 3 2ax=02851000 sbx=00001000 =cx=8d76916d edx-=4bZ4dec =si=0236da%0 =di=0237 fpdp 85boel
eip=00483390 e=sp=034ef954 =bp=00000000 iopl=0 nv up 21 pl nz ac p fpd... 23
ARl =ln - Claeig nov sax, dvord ptr [ecz+d] co-001b  ===0023 d=-0023 e=-0023 f==003b g==0000 2£1-0000 =t0 0.0000000000000
004635m6 341401 lee  oax [ecmsedred] EnCases0x83350: st1 0000000000000
00423359 Iboa = ecx:edx 00483390 3308 HOT ecH.dword ptr [eax] d=:0023:02851000=77 =t2 0.0000000000000
004833bb 730c jaes EnCase+0x833cY (004833c9) o | =t3 0.0000000000000
004833bd 8d4900 lea ecx, [ecx] 1 | JJ_- =td 0.0000000000000
0048330 3301 EOT eax . dwvord ptr [ecx] =th 0.0000000000000 =
4] | [oroazs | 4 v[
I Ln 0, Col 0 |Sys 0:<Local> [Proc 000:ef4 [Thrd 002:704 [A5M [0V [Caps UM

ISEC Partners

https://www.isecpartners.com

ISEC

PARTNERS



EC: Corrupted NTFS Filesystem
Causes Memory Allocation Error

A EnCase reports memory allocation errors when acquiring corrupted

NTFS images.

A The size of memory being allocated is under the control of the
attacker.

A We have not found any ill effects caused by this error condition,
other than

I an error being displayed
I corrupted records not being displayed

A The following shows the hex dump of the corrupted FILE record.
The bytes in blue are the attribute types (four bytes) and lengths

(four bytes).
A The byte in red is the byte that has been altered.
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0073CA00 46 49 4C 45 30 00 03 00 35 40 11 00 00 00 00 00 FILEO...5@......
0073CA10 01 0001 00 38 00 03 00 58 02 00 00 00 04 00 00 ....8...X.......
0073CA20 00 00 00 00 00 00 00 00 06 00 00 00 1D 0000 QO ................
0073CA30 02 00 00 00 00 00 00 00 10 00 00 00 60 00 00 00 .
0073CA40 00 00 00 00 00 00 00 00 48 00 00 00 18 00 00 OO ........ H......
0073CA50 38 EC 47 80 6D 5B C7 01 AE 50 1D 85 6D 5B C7 01 8.G.m[...P..m
0073CA60 AE 50 1D 856D 5B C7 01 AE 50 1D 856D 5B C7 01 .P..m[...P..m[
0073CA70 00 00 00 00 00 00 00 00 00 00 00 00 0000 0000 ................
0073CA80 00 00 00 00 04 01 00 00 00 00 00 00 00000000 ................
0073CA90 00 00 00 00 00 00 00 00 30 00 00 00 68 00 00 00 .
0073CAAQ0 00 00 00 00 00 00 02 00 4C 00 000018 000100 ........ L.......
0073CABO 050000000000050038EC47806D5BC701 ........ 8.G.ml..

SRUPN 0 U o

0073CACO 38 EC 47 806D 5B C7 01 38 EC 47 80 6D 5B C7 01 8.G.m[..8.G.m[..

0073CADO 38 EC 47 80 6D 5B C7 01 00 00 00 00 00 00 00 00 8.G.m[..........
0073CAEO 00 00 00 00 00 00 00 00 00 00 00 10 00 0000 QO ................
0073CAFO0 05 03 66 00 69 00 6C 00 65 00 73 00 00 00 00 00 ..f.i.l.es.....

0073CB00 90 00 00 00 DO 00 00 00 0004 180000000500 .............

0073CB10 B0 00 00 00 20 00 00 00 24 00 49 00 33 00 30 00 .......$.1.3.0.
0073CB20 30 00 00 00 01 00 00 00 00 10 00 00 08 00 00 00 Q...............
0073CB30 10 00 00 00 A0 00 00 00 A0 00 000001 000000 ................
0073CB40 41 00 00 00 00 00 01 00 78 00 5A 00 01 00 00 00 A....... X.Z.....
0073CB50 1D 000000000001 0000F29D3CD5D6C601 ........... <.
0073CB60 00 F2 9D 3C D5 D6 C6 01 44 36 59 82 6D 5B C7 01 ...<....D6Y.m[.
0073CB70 00 F2 9D 3C D5 D6 C6 01 00 OE 00 00 00 00 00 00 ...<............
0073CB80 25 0D 00 00 00 00 00 00 20 00 00 00 00 00 00 00 %....... .......

0073CB90 0C 02 48 00 45 00 4C 00 4C 00 4F 0057 00 7TE 00 ..H.E.L.L.O.W.~.

0073CBAO 31 00 2E 00 58 00 4D 00 4C 00 00 00 00 00 00 00 1..X.M.L.......
0073CBB0O 00 00 00 00 00 00 00 00 00 00 00 00 00000000 ................
0073CBCO 18 00 00 00 03 00 00 00 08 00 00 00 00 00 00 OO ................

0073CBDO A0O000000 59 000000 0104400000000300...Y....@.....

0073CBEO 00 00 00 00 00 00 00 00 OF 00 00 00 00 00 00 OO ................
0073CBFO 48 00 00 00 00 00 00 00 00 20 00 00 00 00 02 00 H........ ......
0073CCO00 00 20 00 00 00 00 00 00 00 200000000000 00.. ....... ......
0073CC10 24 00 49 00 33 00 30 00 21 08 BO 56 21 08 DF 29 $.1.3.0.1..V!..)
0073CC20 00 30 58 E1 EO 8E E1 F7 BO 00 00 00 28 00 00 00
0073CC30 00 04 18 00 00 00 04 00 08 00 00 00 20 00 00 QO ............ ...

0073CC40 24 00 49 00 33 00 30 00 03 00 00 00 00 00 00 00 \ $.1.3.0.........

0073CC50 FF FF FF FF 82 79 47 11 2E 00610072 00 6A 00 .....
0073CC60 22 00 00 00 00 00 01 00 68 00 56 00 00 00 00 00 “....... h.V.....
0073CC70 1D 000000000001000030B230D5D6C601 ......... 0.0....
0073CC80 0030 B2 30 D5 D6 C6 01 FC OE AC 80 6D 5B C7 01 .0.0........ ml[..
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EC: Corrupted NTFS Filesystem
Causes Memory Allocation Error

A The modified byte changes the attribute length of the 0xAO attribute
from its original value of 0x58 to its new value of 0x509.

If the value was left at its original value, the bytes in green would
start a new attribute of type OxBO and length 0x28.

Instead the attribute starts one byte later and is attribute
0x28000000 with length 0x00.

The values in purple, 00 61 00 72, form the size that will be
allocated by EnCase, 0x72006100.

EnCase will report a memory allocation error since it cannot allocate
this much memory.

o o o I»

A These values can be changed arbitrarily and EnCase will allocate
that size, if small enough, or report a memory allocation error with
that size, if it is too large.
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EC: EnCase and Linux Interpret NTFS
Filesystems Differently

A We manually created an NTFS directory loop.

A Linux (using NTFS-3g) sees the modification as expected: a
directory loop was present.

A In EnCase the loop was not present and the original file was still
present in the directoryd but

I EnCase did not make other files in the directory visible!

A This difference in behavior can be used by an attacker to hide data
from EnCase.
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EC: EnCase and Linux Interpret NTFS
Filesystems Differently

A To create the directory loop, we started with a normal NTFS disk
image.

A We located the directory entry for one of the files (readme.txt) in one
of the subdirectories and replaced the directory entry with a directory
entry for the directory itself (which can be found in the parent
directory).

A The original, unedited, directory entry for readme.txt was:
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0128CA00 49 4E 44 58 28 00 09 00 75 F4 10 00 00 00 00 00 INDX(...u.......

0128CA10 00 00 00 00 00 00 00 00 28 00 00 00 C8 04 00 0O ........ (o

0128CA20 E8 OF 00 00 00 00 00 00 02 00 01 00 74 00 00 OO ............ t...

0128CA30 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 QO .......uvnnn.

0128CA40 5D 00 00 00 00 00 01 00 68 00 56 00 00 00 00 00 | o h.V.....
0128CA50 5C 0000 000000010000 793140D5D6C601 \ yl@....
0128CA60 0079 3140 D5 D6 C6 01 8E 94 5E 84 6D 5B C7 01 yl@.....Aml..
0128CA70 00793140 D5 D6 C6 01 00 04 00 00 00 00 00 00 yil@
0128CA80 13030000000000002000000000000000 s
0128CA90 O0A 03 7200 65 00 61 00 64 00 6D 00 65 00 2E 00 .readm.e..
0128CAAO0 74 00 78 00 74 00 00 00 5E 00 00 00 00 00 01 0O t.x.t...}.......
0128CABO 68 00 58 00 00 00 00 00 5C 00 00 00 00 00 01 00 h.X..... \
0128CACO 00 A6 62 41 D5 D6 C6 01 00 A6 62 41 D5 D6 C6 01 ..bA......bDA....

0128CADO E8 F6 60 84 6D 5B C7 01 00 A6 62 41 D5 D6 C6 01 ..".m[....bA....

0128CAEO 00 34 01 00 00 00 00 00 80 33 01 00 00 00 00 OO0 .4....... 3......

0128CAFO 20 00 00 00 00 00 00 00 0B 03 53 00 47 00 49 00 \ S.G..
0128CBO00 55 00 4C 00 39 00 38 00 2E 00 64 00 72 00 76 00 U.L.9.8...d.r.v.
0128CB10 5F 00 00 00 00 00 01 00 68 00 58 00 00 00 00 00 \ h.X.....

A The colored sections represent the directory entry. The red sections are the edited
fields which are the file reference (5d 00 00 00 00 00 01 00), the actual size and real
size (0x0400 and 0x0313 respectively) and the flags (20 00 00 00 00 00 00 00).
These values were changed to match the values for the parent directory: file
reference of 5C 00 00 00 00 00 01 00, actual and real sizes of zero, and flags of 00
00 00 01 00 00 00 00.
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EC: Crashes When Viewing Certain
Deeply Nested Directories

A EnCase crashes in different ways after the image is acquired when
performing the Expand All action, or when manually expanding the
subdirectory views in the file browsing GUI.

A Some of these crashes were caused when the program used a
return address on the stack that had been overwritten.

A The values being written to the stack were small integers.

A While were able to manipulate the value of these integers to some
degree, we were unable to exploit this flaw for arbitrary code
execution.
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EC: Crashes When Viewing Certain
Deeply Nested Directories

A We suspect that the buffer overflow occurs because of an
optimization that avoids using recursion to descend into
subdirectories if there is only one more subdirectory to visit in a
directory.

I It appears that when many subdirectories are presentin a
directory, this condition cannot occur.

I When there is long chain of directories each containing only one
subdirectory, this condition can occur.

A By maniBuIatin | the number of directories that have one child and
the number of directories that have more than one child, an attacker
cr?n galnksome limited control over what integers are being written to
the stack.

iISEC Partners iS E C

https://www.isecpartners.com PARTNERS




File Edit Wiew Debug window Help

Fir=t chance exception= are reported before anvy exception handling.
Thiz exception mav be expected and handled.

eip=000000ca e=p=0017efct sbp=001Zefdl iopl=0
c==001lb ===0023 d==0023 e==0023 {==003b g==0000
ooooo0ca 77 Y

eax=00000001 ebx=00000000 ecx=026dabel edz=005bdb70 e=i=01003d0= =di=00000000
nv up 21 pl nz na pe nc
efl=00010202

2| |E(e] muB|eE] BeE o] o HI@I@I@IDI@I-DI ERHENE S

asse Re =] 3
Offset: | | Custarize. .,
Ho prior disassembly pos=sible
000000 77 777 Reg | Valus &
goooooczk TR g= 0 W
ooo000oz 7 R f= 3b
oooo00ezd TR e= 23
000000ce 77 277 d= 53
000000cf 77 777 i 0
gooooodo e TR : W
000000d1 77 277 2 i e 2 .
ANAAANA? 77 777 5, *
ommand ]
{b8c . dfcz): Access wviolation — code 0000005 (first chance) ~

0012efcc
00lzZefdc
0lzefec
0lzeffc
anl1zfnoc
anlzfnlc
o0l1zf02z

<

0:000: dd esp-c
00lZefbo ﬁm noooonch

000000ce
nooooodz
nooooode
0oo000da
0ooo000de
nooo0o0ed
nooo00e6

ooooodct
oooooodsa
ooooood?
noooo0odb
oooooodsf
0oo000es
noooooe?

000000co
ooooooda
oooooodd4
nooooods
0oo000do
0ooo0oen
0oo000e4
noooooes

0ooo00ed
oooooodl
oooooods
ooooood9
oooooodd
ooooodel
ooooooes
ooooooe9

=]

00005 |

Faw args ‘ Func infa | Saurce ‘ Addrs | Headings ‘ Maonvalatile reqs | Frame runs | Source args | Mare | Less ‘

lzca

Lno, Col 0

Sz 0 <Local=

Proc 000:b8c

Thrd 000:dFc

ISEC Partners

https://www.isecpartners.com



EC: Simple Data Hiding With Too Many
Disk Partitions

A EnCase only shows the first 25 partitions on a volume, naming them
either C: through Z:, and with an additional partition named [; or
hdb5 through hdb25.

A Additional partitions are not listed in the device window, and are only
searchable (as raw data) with E
not browseable.

A Linux, however, allows us to create disks with many extended
partitions and to use them all.
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(158 Wi
Fle Edit View Terminal Tabs Help
userguédint:~/bin$ sudo fdisk -1 /dev/hdb

Disk /dev/hdb: 1873 MB, 1873741824 bytes
16 heads, 63 sectors/track, 2080 cylinders
Units = cylinders of 1088 * 512 = 516096 bytes

Device Boot Start End Elocks
Jdev/hdbl 1 2080 1048288+
/dev/hdb5 1 44 22113
Jdev/hdbé 45 88 22144+
fdev/hdb7 a9 132 22144+
fdev/hdbd 133 176 22144+
fdev/hdb% 177 220 22144+

Y fdev/hdblB 221 264 22144+
fdev/hdbll 265 3g8 22144+
fdev/hdbl2 309 352 22144+
fdev/hdbl3 353 396 22144+
Jdev/hdbl4 397 448 22144+
fdev/hdbl5 441 484 22144+

1 /dev/hdbl6 485 528 22144+
fdev/hdbl7 529 372 22144+
fdev/hdbl8 573 616 22144+
fdev/hdbl9 617 66O 22144+
fdev/hdb28 661 704 22144+
fdev/hdb21 7085 748 22144+
Jdev/hdb22 749 792 22144+
fdev/hdb23 793 836 22144+
fdev/hdb24 837 ase 22144+
fdev/hdb25 881 924 22144+
fdev/hdb26 925 968 22144+
fdev/hdb27 969 1812 22144+
fdev/hdb28 1813 1656 22144+
fdev/hdb29 1857 1188 22144+
fdev/hdb38 1181 1144 22144+
fdev/hdb3l 1145 1188 22144+
fdev/hdb32 1189 1232 22144+
Jdev/hdb33 1233 1276 22144+
fdev/hdb34 1277 1320 22144+
fdev/hdb35 1321 1364 22144+
fdev/hdb36 1363 1408 22144+
fdev/hdb37 1489 1452 22144+
fdev/hdb38 1453 1496 22144+
fdev/hdb38 1497 1548 22144+
fdev/hdb4e 1541 1584 22144+
fdev/hdb4l 1585 1628 22144+
fdev/hdb42 1629 1672 22144+
fdev/hdb43 1673 1716 22144+
Jdev/hdb44 1717 17608 22144+
fdev/hdbd5 1761 1804 22144+
fdev/hdbd6 1805 1848 22144+
fdev/hdb47 1849 1892 22144+
fdev/hdb48 1893 1936 22144+
fdev/hdb49 1937 19808 22144+
fdev/hdb58 1981 2024 22144+
fdev/hdb51 2025 2068 22144+

userguedint:~/bing I

Id

a7
a7
a7
a7
a7
a7

a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7

a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7

a7
a7
a7
a7

a7
a7

System
Extended

NTFS
NTFZ
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFZ
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFZ
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFZ
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFS
NTFZ
NTFS
NTFS
NTFS
NTFS

volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume
volume

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
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=5[] e Devices . Write | Read -
L%;@ Netork Crossover MName Label Arcess Sectors Size Blocked | File System —
O 1 ([ hda Jdevfhda  Linux 16,777,216 9GB .
- g8 “hdal fdev/hdal Linux 16,016,742 7.6GE '
(498 a8 *hda5 fdevihdas  Linux 754,992 358.6MB .
Cl 4 |dg hdb jdevihdb  Linux 2,097,152 1GE .
[ 5 | *hdb5 jdev/hdbS  Linux 44 276 21.6MB .
] 6 |=e *hdbs jdevihdbs  Linux 44,739 21.6MB .
[ 7 |%eg hdb7 fdevhdb7  Linux 44,739 21.6MB . (-
(] 8 | *hdbs jdevhdbd  Linux 44,739 21.6MB .
[ 9 | *hdbg Jdevihdbe  Linux 44 239 21.6ME .
(] 10 | = *hdb10 jdev/hdb10  Linux 44,739 21.6MB .
(] 11 | =g *hdb11 jdevhdb1l  Linux 44 239 21.6ME .
[ 12 | = *hdb12 jdevihdb12  Linux 44,739 21.6MB .
(] 13 | = *hdb13 jdevhdb13  Linux 44 239 21.6ME .
(] 14 | < -hdb14 jdevihdb14  Linux 44,739 21.6MB .
[] 15 | sea hdb15 fdewhdb15  Linux 44 739 21.6MB . v

l*:ETI [HERL=

Cancel
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é—DDn;..- Devices
L[5 Metwork Crossover

Mame Label Arccess Sectors Size El;r:g{t: 4 FiIeRSEfsdtem
[ 15 | = *hdb15 jdevhdb1s  Linux 44 239 21.6ME .
(] 16 | = *hdb16 jdevihdbis  Linux 44,739 21.6MB .
(] 17 | = *hdb17 jdevhdb17  Linux 44 239 21.6ME .
(] 18 | < *hdb1s jdev/hdb1sd  Linux 44,739 21.6MB .
(] 19 | = *hdb12 jdev/hdbie  Linux 44 239 21.6ME .
(] 20 | = *hdb20 Jdevihdb20  Linux 44,739 21.6MB .
(] 21 | =g *hdb21 jdevhdb21  Linux 44 239 21.6ME .
[] 22 | = *hdb22 jdev/hdb22  Linux 44,739 21.6MB .
(] 23 | =e *hdb23 jdevhdb23  Linux 44 239 21.6ME .
(] 24 | =e *hdb24 jdev/hdb24  Linux 44,739 21.6MB .
[l 25 | = *hdb25 jdevhdb25  Linux 44 239 21.6ME .
[l 28 Q zda fdev/fsda Linux 16,777,216 BGHE '
2z %eg 'sdal fdevfsdal  Linux 16,771,797 BGE .

l*:ETI [HERL=

Cancel
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ﬁﬂ EnCase Acquisition

File Edit View Tools Help

ujNew |3 Open .ﬂ Save (=4 Print “e Add Device Refresh 9% Close E'E.Aoquire

=10l

|u|3 Cases|

%| || Table

ul'—_"iHome |r& Enhies| I:DBookmarks \%Seardﬂ Hits E€§Remrds QDevices @';P Sid b

Filter

In

File
Ext

Report

|E& Home| olaFile Extents @ Permissions GJReferenoes [ Hash Properties (.

i:—_j Unallocated Clusters

B0 % Entries
|-O sag; "helb5
| D hdbs
O] ey *hdb?
| D hdbs
D[ sag “hbg
O hdb10
O ey *hab11
| D heb12
O ey *hdb13
| O hbie
O ey *hdb1s
| D hab1s
O ey “hab17
| O hdb1s
O ey *hab1s
O[] ey *hdb20
O ey *hab21
O ey “hob22
O[] ey *hdb23
D[ ey “hob24
LD hdb2s

1

|_§ Report|

] console ¥ output [ Lock [ Codepage [ 0f42

MName:
Description:
File Acquired:
Logical Size:
Initialized Size:
Physical Size:
Starting Extent:
File Extents:
References:
Physical Location:
Physical Sector:
Evidence File:
File Identifier:
Code Page:
Full Path:
Hash Properties
Name Filter
1

Unallocated Clusters
File, Unallocated Clusters
06/27/07 11:46:55AM
22,643,712

22,643,712

22,643,712

0-hdb5-CO

1

0
0
0
-hdbs
0

asdfi-hdb5\Unallocated Clusters

IT Report  Value

i:—_j asdf\:hdb5YUnallocated Clusters (PS0 LSO CL O SO 000 FO O LEQ)
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EC: Problems With the Internal File
Viewers

A EnCase makes use of DLLs from Stellent to render various file types
Inside the EnCase view pane.

A This feature is not reliable, resulting in occasional crashes and the
8_cca|13|onal Inability to read files that third-party tools are able to
Isplay.

AWhen it crashes, it doesndt alw
same input file).
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